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ECRS Framework and Guidelines
1. [bookmark: _Toc225216938][bookmark: _Toc241225597]Introduction
Pacific Island Countries (PICs) are among the most disaster-prone regions in the world, facing recurrent cyclones, tsunamis, earthquakes, volcanic activity, flooding, and climate-related hazards. These multi-hazard events frequently damage telecommunications infrastructure, disrupt connectivity, and hinder emergency coordination, humanitarian logistics, and the dissemination of public warnings. Reliable emergency communications are therefore essential to effective disaster preparedness and response. Regional resilience strategies in the Pacific, as well as global disaster risk reduction frameworks, emphasise the importance of robust early warning systems, coordinated governance, and reliable communication to ensure warnings reach communities at risk.
At the same time, regulatory processes, including licensing, spectrum coordination, equipment type approval, and customs clearance, play a vital role in protecting life, property, and network integrity. These processes prevent harmful interference, ensure equipment safety and interoperability, and facilitate secure cross-border movement of communications technologies. However, during emergencies or preparedness exercises, such processes may require adaptation to ensure they can be applied efficiently and proportionately under urgent conditions.
The challenge, therefore, is not to remove regulatory safeguards, but to ensure that they are operationally ready, time-sensitive, and fit-for-purpose when disasters occur.
In this context, ECRS is proposed under the auspices of the Asia-Pacific Telecommunity (APT) as a non-binding regional framework to support PIC Member States in strengthening regulatory readiness for emergency communications.
The ECRS provides a structured, controlled, and time-bound mechanism through which regulators may test emergency communications technologies and associated regulatory procedures in declared emergencies or preparedness exercises. Through controlled testing and temporary regulatory flexibility, regulators and stakeholders can assess how emerging communications technologies perform under realistic conditions while maintaining safeguards for public safety, spectrum management, and network integrity.
The ECRS Framework serves as a reference model that PIC Member States may voluntarily adapt to their respective legal, institutional, and technical environments. It supports the establishment of a national ECRS and complements National Emergency Telecommunications Plans (NETPs) by strengthening regulatory and procedural readiness across the disaster management cycle. The Framework also complements existing emergency telecommunications and disaster response mechanisms, including the Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations (1998) and the Emergency Telecommunications Cluster (ETC), by focusing specifically on regulatory preparedness, testing, and coordination for emergency communications. Member States may wish to consider accession to the Tampere Convention where appropriate. The Framework is aligned with global initiatives such as Early Warnings for All, particularly in advancing communication and dissemination capacities within multi-hazard early warning systems.
2. [bookmark: _Toc224209633][bookmark: _Toc225216939][bookmark: _Toc241225598]Overview of Emerging Emergency Communications Technologies
Advances in communications technologies are transforming how governments detect hazards, warn populations, and coordinate emergency response. For PICs, these developments are particularly important given the region’s geographic characteristics, which include dispersed islands, limited terrestrial network redundancy, vulnerability of submarine cables, and exposure to cyclones, tsunamis, and other natural hazards.
Many countries are now adopting new technologies to strengthen the resilience of emergency communications systems. These technologies can improve warning dissemination, maintain connectivity during infrastructure failures, and support coordination among emergency responders. Regulatory sandboxes may provide an opportunity for regulators to test how such technologies operate within national regulatory frameworks before they are deployed in real emergency situations. This approach would allow authorities to evaluate appropriate regulatory treatment and identify potential policy adjustments prior to broader deployment.
2.1. [bookmark: _Toc241225599]Emergency Communications Technologies
The following technologies represent several of the most relevant developments currently being implemented or tested internationally.
a. [bookmark: _Toc224209634][bookmark: _Toc225216940]Multi-Channel Public Warning Systems (CAP)
Many countries use CAP-based national alert platforms that allow authorities to issue a single warning message that can be distributed simultaneously across multiple communication channels.
These channels may include:
· mobile alerts
· television and radio broadcasts
· websites and social media platforms
· sirens or other public alert systems.
By using the Common Alerting Protocol (CAP), governments can coordinate alerts across different communication networks while ensuring that only authorised agencies can issue warnings. CAP-based systems are widely used internationally and are increasingly being introduced in disaster-prone regions.
For regulators, CAP provides a structured framework for integrating telecommunications networks into national early warning systems.
b. [bookmark: _Toc224209635][bookmark: _Toc225216941]Cell Broadcast Emergency Alerts
Cell broadcast technology enables emergency alerts to be delivered simultaneously to all compatible mobile devices within a defined geographic area served by mobile network cells. Several countries have implemented nationwide cell broadcast alert systems. For example:
· New Zealand operates the Emergency Mobile Alert system using cell broadcast technology.
· Australia is developing a new national system known as AusAlert.
· Brazil has introduced a cell broadcast alert system through regulatory coordination with telecommunications operators.
For PICs, cell broadcast can provide an effective mechanism for rapidly disseminating warnings for events such as cyclones, tsunamis, and severe weather.
c. [bookmark: _Toc224209636][bookmark: _Toc225216942]Satellite and Non-Terrestrial Networks
Satellite communications play an essential role in maintaining connectivity when terrestrial infrastructure is damaged or unavailable. Recent developments in non-terrestrial networks (NTN) allow satellites to support a wider range of telecommunications services, including direct-to-device connectivity between satellites and standard mobile handsets.
Satellite systems have been used extensively during disaster response operations, including in the Pacific. For example, following the 2022 volcanic eruption and tsunami in Tonga, satellite terminals were deployed to restore connectivity after submarine cables were disrupted.
For island states with limited terrestrial redundancy, satellite communications can provide an important backup connectivity layer for emergency response and public warning systems.
d. [bookmark: _Toc224209637][bookmark: _Toc225216943]High-Altitude Platform Systems (HAPS)
HAPS consist of aircraft, balloons, or other platforms operating in the stratosphere that can provide telecommunications coverage over wide geographic areas. HAPS may support emergency communications by extending connectivity to remote or underserved locations, restoring communications following disasters, and providing temporary communications capacity where terrestrial infrastructure has been damaged or is unavailable.
As HAPS can be deployed rapidly and may complement terrestrial and satellite networks, they have potential applications in disaster preparedness, response, and recovery. For regulators, HAPS may present considerations relating to spectrum use, aviation and airspace coordination, operational authorisations, and integration with existing communications networks. Sandbox testing may provide an opportunity to evaluate these regulatory and operational considerations under controlled conditions.
e. Deployable and Isolated Communications Systems
Portable communications infrastructure can help restore connectivity in disaster-affected areas where permanent networks are damaged.
Examples include:
· deployable mobile base stations
· portable satellite communication terminals
· temporary wireless backhaul systems.
In addition, emerging technologies such as direct-to-device communications and mesh networking allow limited communications to continue even when central network infrastructure is unavailable.
Testing such technologies can help regulators evaluate how communications can be maintained during scenarios where communities become temporarily isolated due to infrastructure damage.
2.2. [bookmark: _Toc241225600]Emergency Communications Use Cases
Sandbox activities may support the evaluation of technologies, procedures, and regulatory measures across a range of emergency communications scenarios. Illustrative use cases may include:
· dissemination of public warnings and emergency alerts;
· restoration of communications following damage to terrestrial infrastructure;
· provision of emergency connectivity for disaster response personnel, government authorities, humanitarian organisations, and affected communities;
· communications support for remote, outer-island, or isolated locations;
· testing of interoperable communications solutions across agencies and networks;
· deployment of temporary or rapidly deployable communications systems during emergencies and preparedness exercises; and
· assessment of regulatory procedures relating to spectrum access, licensing, equipment approval, and importation during emergency situations.
The use cases described above are illustrative and are not intended to limit the scope of technologies or scenarios that may be considered under the ECRS. Depending on national priorities and circumstances, Member States may apply the ECRS to evaluate other emergency communications technologies, operational arrangements, or regulatory measures that support disaster preparedness, response, recovery, and resilience.
3. [bookmark: _Toc225216944][bookmark: _Toc241225601]Purpose of the ECRS
Given the pace of technological change, regulatory sandboxes provide a mechanism through which regulators can evaluate emerging communications technologies in controlled environments before they are deployed in real emergency situations.
Sandbox testing can help regulators:
a. Enable rapid deployment of emergency communications technologies through temporary licensing or expedited procedures under defined safeguards;
b. Facilitate pre-disaster preparedness by allowing simulation-based testing of regulatory and operational workflows;
c. Generate evidence to inform regulatory reform and strengthen policy readiness;
d. Improve cross-agency coordination across telecommunications regulators, disaster management offices, customs authorities, and other stakeholders;
e. Build national technical and institutional capacity in managing emergency communications.
4. [bookmark: _Toc225216945][bookmark: _Toc241225602]Core Principles of the ECRS
The ECRS shall be adopted and implemented in accordance with the following principles. These principles reflect international best practices in regulatory sandbox governance, emergency telecommunications management, spectrum administration, and disaster risk reduction policy.
For the purposes of this document, “regulator” refers to the telecommunications regulator or other competent authority responsible for telecommunications and spectrum regulation within a Member State.
4.1. [bookmark: _Toc225216946][bookmark: _Toc241225603]Controlled and Time-Bound Testing
The ECRS enables emergency communications technologies and regulatory approaches to be tested in a controlled, supervised, and time-bound environment. Sandbox participation should be limited in scope and duration in order to allow innovation and experimentation while preventing regulatory arbitrage.
Regulators may issue temporary authorisations, conditional approvals, or time-limited exemptions to facilitate the deployment and testing of emergency communications technologies, including but not limited to:
· Satellite communication terminals (GEO, MEO, LEO systems);
· HF/VHF/UHF radio systems for disaster coordination;
· Portable and rapidly deployable mobile networks (e.g., Cell-on-Wheels, deployable 4G/5G units);
· Early warning and public alert systems;
· Drone-based communications or alert dissemination platform;
· High Altitude Platform Systems (HAPS)
Such measures shall:
· Be formally documented; 
· Include explicit conditions and safeguards; 
· Contain clear sunset clauses; 
· Be subject to suspension or revocation where safety or interference risks arise.
4.2. [bookmark: _Toc241225604]Emergency Governance and Activation
The ECRS may support both preparedness testing and emergency activation. Emergency activation pathways should only be utilised following a declaration of disaster, emergency, or other legally recognised emergency condition by the competent authority in accordance with applicable national laws and procedures.
4.3. [bookmark: _Toc225216947][bookmark: _Toc241225605]Regulatory Oversight and Safeguards
All sandbox activities shall remain subject to regulatory supervision. Testing must be conducted in a manner that safeguards spectrum management, public safety, and the integrity of existing communications services.
Temporary regulatory measures granted under the ECRS are intended to facilitate administrative and procedural requirements where appropriate. Such measures do not exempt participants from compliance with applicable national laws and obligations relating to cybersecurity, privacy, data protection, lawful interception, national security, critical infrastructure protection, or other relevant legal and regulatory requirements.
Trials shall be designed to enable observation of:
· Technical performance under realistic operating conditions;
· Interoperability with existing networks and emergency systems;
· Latency, reliability, and resilience under stress scenarios;
· Interference and coexistence risks.
Where feasible, testing should include simulation-based preparedness exercises to strengthen pre-disaster readiness and institutional coordination.
4.4. [bookmark: _Toc225216948][bookmark: _Toc241225606]Multi-Stakeholder Coordination
The ECRS shall adopt a whole-of-government and multi-stakeholder approach, recognising that emergency communications effectiveness depends on cross-sectoral coordination.
a. Multi-agency participation
Sandbox design, evaluation, and oversight should involve relevant authorities and stakeholders, which may include:
· ICT and telecommunications regulators;
· National disaster management offices;
· Customs and border control authorities;
· Ministries responsible for health, digital transformation, and public safety;
· Humanitarian and disaster response organisations;
· Network operators and service providers;
· Technology vendors and equipment suppliers.
The precise composition shall reflect national institutional structures.
b. End-to-end readiness
Collaboration shall ensure preparedness across the full emergency communications chain, including:
· Importation and customs clearance procedures;
· Equipment type approval or conditional authorisation;
· Spectrum access and coordination;
· Network activation and integration;
· Public alert dissemination mechanisms;
· Cross-border or regional coordination where applicable.
4.5. [bookmark: _Toc224212536][bookmark: _Toc224212537][bookmark: _Toc224212538][bookmark: _Toc224212539][bookmark: _Toc224212540][bookmark: _Toc224212541][bookmark: _Toc224212542][bookmark: _Toc225216949][bookmark: _Toc241225607]Policy Refinement and Regulatory Adoption
The ECRS shall function as an evidence-generating mechanism to support regulatory improvement and institutional learning. 
Sandbox outcomes shall be systematically evaluated to determine:
· Whether regulatory bottlenecks can be streamlined without compromising safeguards;
· Whether emergency procedures require codification or clarification;
· Whether new technologies can be safely integrated into national frameworks.
Findings from sandbox trials may inform regulatory improvements such as:
· Streamlined emergency exemption pathways;
· Pre-approved or pre-coordinated equipment and technology lists;
· Standing emergency spectrum frameworks;
· Simplified temporary licensing procedures;
· Inter-agency coordination protocols or memoranda of understanding.
Any permanent regulatory adoption shall follow national legal processes and governance requirements.


4.6. [bookmark: _Toc224212544][bookmark: _Toc224212545][bookmark: _Toc224212546][bookmark: _Toc224212547][bookmark: _Toc224212548][bookmark: _Toc225216950][bookmark: _Toc241225608]Transparency, Safety & Accountability
The ECRS shall uphold high standards of public-sector governance.
a. Protection of public safety and operational integrity
Testing must prioritise:
· Safety of first responders and affected communities;
· Network integrity and service continuity;
· Data privacy and cybersecurity;
· Environmental and physical safety considerations.
Risk assessments and mitigation plans shall be mandatory components of all sandbox approvals. Authorities shall retain the power to suspend or terminate testing where safety risks, harmful interference, or material non-compliance arise.
b. Documentation and auditability
All sandbox approvals, conditions, and decisions shall be:
· Documented in writing;
· Subject to internal record-keeping procedures;
· Traceable for accountability and post-trial evaluation.
c. Transparency and knowledge sharing
Member States are encouraged to publish:
· Lists of approved sandbox tests;
· High-level summaries of outcomes;
· Non-sensitive lessons learned;
· Regulatory reforms adopted as a result.
Sensitive operational or security information may be withheld where necessary to protect national interests.
Transparency supports regional learning, promotes trust, and facilitates alignment across PICs.
4.7. [bookmark: _Toc241225609]National Sovereignty and Regulatory Authority
The ECRS is a voluntary framework that Member States may adopt and implement in accordance with their national legal and institutional frameworks. Competent authorities retain full authority over the approval, supervision, amendment, suspension, and revocation of all sandbox activities and associated regulatory measures.
5. [bookmark: _Toc225216951][bookmark: _Toc241225610]Governance Philosophy
[bookmark: _Toc224140140]The implementation of the ECRS should reflect principles of sound regulatory governance, inter-agency coordination, and accountability. Effective emergency communications depend not only on technological capabilities but also on the ability of institutions to coordinate regulatory, operational, and logistical processes under time-sensitive conditions.
The ECRS therefore promotes a governance approach that enables regulatory flexibility while maintaining clear institutional responsibilities and safeguards.
5.1. [bookmark: _Toc225216952][bookmark: _Toc241225611]Regulatory Leadership and Coordination
Telecommunications regulators play a central role in overseeing emergency communications regulation, including spectrum coordination, licensing, and equipment authorisation. Under the ECRS, regulators provide overall oversight of sandbox activities while facilitating coordination among relevant government agencies.
As emergency communications often involve multiple authorities, such as disaster management agencies, customs authorities, and public safety institutions, the ECRS promotes a coordinated, multi-agency approach to decision-making and implementation.
5.2. [bookmark: _Toc225216953][bookmark: _Toc241225612]Use of Existing Institutional Structures
The ECRS is designed to operate within existing national legal and institutional frameworks. Rather than creating new bodies, Member States are encouraged to assign sandbox responsibilities to existing institutions where appropriate.
Functions such as application coordination, technical evaluation, and operational oversight may therefore be integrated into existing regulatory processes, supporting administrative efficiency and alignment with national mandates.
5.3. [bookmark: _Toc225216954][bookmark: _Toc241225613]Roles and Accountability
Effective governance requires clearly defined roles and responsibilities among participating authorities and stakeholders. Prior to sandbox implementation, institutions should establish clear arrangements for decision-making, coordination, and oversight.
5.4. [bookmark: _Toc225216955][bookmark: _Toc241225614]Evidence-Based Regulatory Development
The ECRS supports learning and continuous improvement by generating practical insights into the performance of emerging communications technologies and the effectiveness of regulatory procedures.
These insights can help regulators refine emergency procedures, improve coordination mechanisms, and strengthen national preparedness for emergency communications.
6. [bookmark: _Toc224209638][bookmark: _Toc225216956][bookmark: _Toc241225615]Adapting the Model National Policy
The Model National ECRS Policy included in Part II of the Framework document is intended as a reference template that regulators may adapt to their national legal and institutional contexts.
Before publishing the policy, regulators should review the document and adjust several elements to ensure alignment with national legislation and regulatory practices.
These may include:
· replacing placeholders such as [Country] and [Name of Regulatory Authority]
· referencing relevant national telecommunications legislation
· identifying the appropriate authority responsible for sandbox oversight
· adjusting institutional roles where national structures differ
· conducting a legal and institutional mapping exercise to identify relevant authorities and legal processes associated with customs, border control, biosecurity, disaster management, cybersecurity, data protection, and other functions relevant to emergency communications deployment
In some countries, certain regulatory measures (e.g. temporary spectrum authorisations or type approval exemptions) may require additional legal instruments or ministerial approval. Regulators should therefore ensure that sandbox provisions remain consistent with national regulatory powers.
7. [bookmark: _Toc224209639][bookmark: _Toc225216957][bookmark: _Toc241225616]Publishing the Sandbox Policy
Once adapted to the national context, the Model National ECRS Policy may be published as an official guideline or regulatory notice for prospective applicants.
Regulators may choose to publish the following materials together:
· the national ECRS policy document
· the ECRS application form
· the sandbox agreement template
· reporting templates for participants.
Publishing these materials together helps ensure that applicants clearly understand the process, documentation requirements, and regulatory expectations.
Regulators may also provide additional guidance or contact information for prospective applicants seeking clarification prior to submission.
8. [bookmark: _Toc224209640][bookmark: _Toc225216958][bookmark: _Toc241225617]Institutional Coordination
Emergency communications involve multiple public authorities and stakeholders. Effective implementation of the ECRS therefore requires coordination across relevant institutions.
Depending on national arrangements, regulators may work closely with:
· national disaster management authorities
· customs and border control agencies
· ministries responsible for communications or public safety
· cybersecurity or data protection authorities
· telecommunications operators and service providers.
Establishing coordination mechanisms in advance, such as inter-agency working groups or memoranda of understanding, can help ensure that sandbox testing activities proceed efficiently.
Recognising the capacity constraints of small administrations, evaluation and monitoring functions under a national ECRS may be supported, on request, by regional technical assistance coordinated through the APT, including access to a pool of technical experts able to assist ECRS Secretariats, Evaluation Committees, and Testing Monitors, and by capacity-building activities under existing APT programmes.

9. [bookmark: _Toc224209641][bookmark: _Toc225216959][bookmark: _Toc241225618]Managing Sandbox Applications
Regulators administering the sandbox should establish clear procedures for receiving and evaluating applications.
These procedures may include:
· initial completeness checks by the ECRS Secretariat;
· technical and regulatory review by relevant departments;
· consultation with other regulators where necessary.
Regulators may also encourage pre-consultation meetings with prospective applicants in order to clarify regulatory requirements and reduce incomplete applications.
Evaluation should focus on several key factors, including:
· relevance to emergency communications;
· technical feasibility;
· potential risks to spectrum integrity and public safety;
· applicant capability to conduct testing responsibly.
10. [bookmark: _Toc224209642][bookmark: _Toc225216960][bookmark: _Toc241225619]Monitoring and Oversight
During sandbox testing, regulators may implement oversight mechanisms to ensure compliance with approved conditions.
Such mechanisms may include:
· spectrum monitoring
· review of operational logs
· periodic reporting requirements
· site inspections where appropriate.
Regulators should retain the authority to modify, suspend, or terminate testing if safety risks, interference issues, or regulatory non-compliance arise.
11. [bookmark: _Toc224209643][bookmark: _Toc225216961][bookmark: _Toc241225620]Internal Regulatory Tools
Regulators may use internal regulatory tools to support the efficient administration of the sandbox, such as the Regulatory Assessment Checklist (see Annex II).
The Regulatory Assessment Checklist provides a structured tool for reviewing sandbox applications and documenting evaluation decisions. It supports consistent decision-making across applications and helps ensure that key considerations, such as technical feasibility, safety, and regulatory compliance, are systematically assessed.


[bookmark: _Toc224209644]
[bookmark: _Toc225216962][bookmark: _Toc241225621]Annex I – Technical Guidance for Evaluators

To support consistent, evidence-based, and technically robust decision-making, regulators administering the ECRS may apply the following structured assessment process when evaluating sandbox applications.
This guidance complements the Regulatory Assessment Checklist (Annex II) by providing a step-by-step methodology for assessing technical, spectrum, safety, and operational considerations in a systematic manner.
1. Assessment Process & Methodology
Step 1. Technology classification
As an initial step, evaluators should classify the proposed solution according to its primary technology type, as this determines the applicable regulatory considerations.
Indicative categories include:
· Satellite and non-terrestrial systems (e.g., VSAT terminals, LEO direct-to-device systems)
· High-Altitude Platform Systems (HAPS)
· Terrestrial mobile systems (e.g., deployable base stations, Cell-on-Wheels, portable RAN)
· Radio communication systems (e.g., HF/VHF/UHF for coordination)
· Public warning and alerting platforms (e.g., CAP-based systems, cell broadcast)
· Hybrid or integrated systems combining multiple technologies
Technology classification helps determine the relevant spectrum bands, licensing requirements, type approval considerations, and potential interference scenarios.

Step 2. Equipment compliance and type approval assessment
Evaluators should verify whether the proposed equipment complies with national regulatory requirements relating to equipment authorisation and technical standards.
Key considerations include:
· Whether the equipment has received national type approval or certification;
· Whether the equipment complies with recognised international standards (e.g., ITU-R, ETSI, FCC);
· Whether the equipment has been deployed or authorised in other jurisdictions;
· Whether any safety, electromagnetic compatibility, or operational risks are associated with its use.
Where equipment is not currently type approved, evaluators should assess whether:
· A temporary or conditional approval is justified within the sandbox context;
· Appropriate safeguards (e.g., restricted use, limited duration, supervision) can mitigate potential risks.
Step 3. Spectrum assessment and compatibility
Where radiofrequency spectrum is involved, evaluators should assess the compatibility of the proposed use with existing spectrum allocations and services.
This assessment should consider:
· Frequency band(s) requested and their allocation status under national tables;
· Existing users and services operating in the same or adjacent bands;
· Band sharing conditions (primary, secondary, or licence-exempt use);
· Transmission parameters, including power levels, bandwidth, antenna characteristics, and coverage area.
Evaluators should determine whether the proposed use:
· Is consistent with existing allocations;
· Requires coordination with other spectrum users;
· Should be subject to technical or geographic restrictions.
Additional Considerations for Inter-Island HF Coverage (NVIS)
Where HF systems are proposed to serve links of approximately 50–650 km, such as between islands of an archipelagic State, evaluators should expect the application to specify Near-Vertical Incidence Skywave (NVIS) operation. In assessing such applications, evaluators should consider that:
· NVIS operation typically uses frequencies in the approximate range of 2–10 MHz, with usable frequencies varying between day (typically 5–8 MHz) and night (typically 2–5 MHz); frequency plans should therefore include at least one day and one night frequency;
· NVIS antennas are installed close to the ground (typically 0.1–0.25 wavelengths above ground) and effective radiated power requirements are modest (commonly 100 W or less); applications proposing high power or high antennas for short-range links may warrant clarification;
· the 2–10 MHz range is heavily shared; proposed frequencies should be checked against the national frequency assignment register and coordinated with existing HF users, including government, maritime, aeronautical, and broadcasting services; and
· frequencies listed in Appendix 15 of the ITU Radio Regulations (distress and safety) must not be assigned for sandbox testing (see Step 4A below).
Step 4. Interference risk evaluation
Evaluators should assess the likelihood and potential impact of harmful interference to existing communications systems.
Step 4A. Verification against distress and safety allocations
Before any frequency is authorised for sandbox testing, evaluators shall verify that the proposed frequencies, including emission bandwidth and adjacent-channel effects, do not overlap or risk harmful interference to distress and safety frequencies designated under Appendix 15 of the ITU Radio Regulations and under national allocations, including in particular:
· GMDSS distress and safety frequencies, including 2182 kHz, 4125 kHz, 6215 kHz, 8291 kHz, 12290 kHz and 16420 kHz (radiotelephony); the associated digital selective calling (DSC) frequencies, including 2187.5 kHz and VHF channel 70 (156.525 MHz); VHF channel 16 (156.8 MHz); 406–406.1 MHz (satellite EPIRBs); and 518 kHz (NAVTEX);
· aeronautical safety allocations, including the aeronautical emergency frequency 121.5 MHz, the VHF aeronautical mobile band (117.975–137 MHz), aeronautical radionavigation bands, and the HF aeronautical mobile (R) bands used for oceanic air traffic services; and
· any additional distress, safety, or search-and-rescue frequencies designated in the national frequency allocation table.
Authorisations shall apply appropriate frequency separation (guard bands) from these allocations and shall prohibit any test transmission on them. Where proposed operations are in or adjacent to maritime or aeronautical bands, the evaluation shall include coordination with, respectively, the national maritime administration and the national civil aviation authority. For drone-based platforms, this coordination shall address both spectrum use and airspace authorisation.
Step 4B. General interference risk evaluation
Key questions include:
· Could the proposed system interfere with telecommunications, broadcasting, aviation, maritime, or emergency services?
· Does the deployment involve high power, wide-area coverage, or sensitive frequency bands?
· Are mitigation measures clearly defined and technically credible?
Where interference risks are identified, evaluators may impose conditions such as:
· Power limitations;
· Geographic or site-specific restrictions;
· Time-bound or controlled operating windows;
· Mandatory coordination with affected licensees;
· Real-time monitoring requirements.
Applications lacking a credible interference mitigation plan should not be approved until sufficient detail is provided.
Step 5. Operational feasibility in emergency contexts
Evaluators should assess whether the proposed technology is operationally suitable for deployment in the national context, particularly under disaster conditions.
Considerations may include:
· Power requirements and availability in affected areas;
· Ease of deployment and operation by responders;
· Dependence on existing infrastructure (e.g., backhaul, core networks);
· Suitability for remote, island, or infrastructure-constrained environments;
· Interoperability with existing emergency communications systems.
Technologies that are technically sound but operationally impractical under emergency conditions may require redesign, additional safeguards, or limited testing scope.
For deployments on outer islands or in comparable infrastructure-constrained locations, evaluators should additionally consider whether:
· the equipment can operate autonomously on solar or battery power, with stated power consumption consistent with locally available generation and storage;
· the equipment can be installed, operated, and maintained by trained non-specialist personnel, without dependence on technicians or spare parts that are not locally available between resupply intervals;
· the equipment is suited to the marine environment, including resistance to salt corrosion, humidity, heat, and storm conditions, and can be safely secured or lowered ahead of cyclonic weather;
· the system degrades gracefully under intermittent connectivity, including, where applicable, support for store-and-forward or delay-tolerant operation; and
· the logistics plan reflects realistic transport intervals to the deployment location, including arrangements for the return or disposal of equipment at the conclusion of testing.
Step 6. Safety, cybersecurity, and data protection
Evaluators should ensure that the proposed solution does not introduce unacceptable risks to public safety, responders, or information systems.
Applicants should demonstrate that:
· Appropriate safeguards and controls are in place;
· Incident detection and response procedures are defined;
· Access to systems and data is restricted to authorised personnel.
Step 7. Determination of appropriate regulatory measures
Based on the technical and risk assessment, evaluators should determine the appropriate regulatory treatment under the sandbox.
Possible outcomes include:
Approval: Where risks are low, technical compliance is demonstrated, and emergency relevance is clear.
Approval with Conditions: Where risks can be mitigated through specific conditions, such as:
· Temporary or conditional type approval;
· Restricted spectrum use (power, frequency, location);
· Limited duration or phased testing;
· Enhanced monitoring and reporting requirements.
Rejection: Where:
· Interference or safety risks are unacceptably high;
· Technical or operational feasibility is not demonstrated;
· The proposal does not provide clear emergency communications value.
All decisions should be documented, including the rationale and any conditions imposed. Such documentation should provide sufficient information to enable applicants to address identified shortcomings and, where appropriate, submit a revised application for future consideration.


























2. Assessment Process Flowchart
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3. Technology-specific Considerations
To support consistent and practical evaluation of sandbox applications, regulators may consider the following indicative guidance for commonly proposed emergency communications technologies.
	Technology
	Key Considerations
	Typical Risks
	Typical Regulatory Conditions

	Satellite / Non-Terrestrial Systems (VSAT, LEO)
	Frequency band alignment with national allocations; earth station licensing; equipment certification/type approval
	Interference with existing satellite services; uplink misconfiguration
	Non-interference, non-protection basis; temporary/conditional type approval; geographic or use-case restrictions

	Deployable Mobile Networks (e.g., COWs)
	Use of licensed operator spectrum; integration with existing networks
	Interference with incumbent mobile services; network misconfiguration
	Operation in coordination with licensed operators; restricted deployment area or duration

	HF / VHF / UHF Radio Systems
	Frequency assignment; NVIS operation for inter-island links (approx. 50–650 km), including day/night frequency pairs and low antenna heights; coordination with emergency, aviation, and maritime services; interoperability
	Spectrum congestion in shared HF bands; interference with critical channels, including GMDSS and aeronautical safety frequencies; unusable coverage where propagation mode is not matched to link distance
	Assigned frequencies and power limits; verification against ITU RR Appendix 15 allocations (Step 4A); coordination with maritime and aviation authorities; day and night frequency assignments for NVIS links

	Mesh and store-and-forward systems
	Use of licence-exempt or assigned spectrum; suitability for intermittently connected communities; message prioritisation for emergency traffic
	Interference in shared bands; uncontrolled relaying beyond the approved test area; data integrity and security of relayed messages
	Power and spectrum limitations; geographic containment of the mesh; cybersecurity and data protection safeguards; logging of relayed emergency traffic

	HAPS
	Spectrum use and coordination; aviation and airspace authorisations; platform endurance and operational coverage; integration with existing terrestrial and satellite networks
	Interference with existing communications services; airspace and operational safety issues; service disruption resulting from platform failure or adverse weather conditions
	Coordination with aviation and relevant spectrum authorities; authorised operating areas and altitudes; spectrum and power limitations; operational monitoring and reporting requirements

	Public Warning Systems (CAP, Cell Broadcast)
	Integration with national alerting frameworks; authorisation of alert issuers
	False or unauthorised alerts; public confusion
	Restricted use to authorised entities; testing in controlled or simulated environments

	IoT / Early Warning Devices
	Use of licence-exempt or low-power spectrum; system reliability and data transmission
	Interference in shared bands; data integrity issues
	Power and spectrum limitations; cybersecurity and data protection safeguards

	Drone-Based Platforms
	Airspace coordination; spectrum use; operational permissions
	Interference with aviation systems; physical safety risks
	Coordination with aviation authorities; operational and safety restrictions



This guidance should be applied alongside the technical assessment process to support consistent and risk-informed decision-making.
4. Small Island Considerations
In addition to the operational feasibility assessment in Step 5, evaluators also consider broader factors that are particularly relevant in small island and geographically dispersed environments. Considerations may include:
· the suitability of the proposed solution for providing communications across remote and outer-island locations;
· the role of technologies commonly used to support communications in dispersed island environments, such as satellite communications and, where appropriate, HF radio systems for long-distance links;
· coexistence with existing safety-of-life and critical communications services, including GMDSS, aeronautical services, and emergency communications networks;
· operational requirements relating to transport, deployment, maintenance, and resupply in remote locations; and
· the availability of power, fuel, technical support, and other resources necessary to sustain operations during emergency situations.
Where relevant, evaluators may consider whether the proposed technology and deployment model are appropriate for the geographic, logistical, and operational circumstances of the intended deployment area.
5. Illustrative Example
Scenario: An applicant proposes to deploy portable satellite terminals (VSAT/LEO-based) to provide emergency connectivity in disaster-affected areas.
Assessment Process:
Step 1 – Technology classification: Satellite / non-terrestrial communication system.
Step 2 – Equipment compliance
· Equipment is not type approved nationally.
· However, it holds international certification (e.g., FCC/ETSI) 
→ Consider conditional approval within sandbox.
Step 3 – Spectrum assessment: Operates in Ku/Ka band used by existing satellite services 
→ Shared environment; coordination considerations apply.
Step 4 – Interference risk: Low likelihood of harmful interference if operating within standard parameters.
→ Require operation on a non-interference, non-protection basis.
Step 5 – Operational feasibility
· Suitable for remote and infrastructure-damaged environments.
· Requires stable power source → include operational condition.
Step 6 – Safety and cybersecurity: Low physical risk; ensure secure configuration and access controls.
Step 7 – Regulatory Decision
→ Approval with Conditions, such as:
· Temporary type approval waiver limited to sandbox duration;
· Operation within specified frequency bands and power limits;
· Use restricted to defined locations and emergency scenarios;
· Immediate cessation if interference is reported;
· Submission of performance and incident reports.




















[bookmark: _Toc225216963][bookmark: _Toc241225622]Annex II – Regulatory Assessment Checklist
(For use by Regulators and Evaluation Committee)

1 – Administrative Completeness
	Item
	Yes
	No
	Comments

	Application form complete
	☐
	☐
	

	All required attachments provided
	☐
	☐
	

	Legal entity verified
	☐
	☐
	

	Authorised signatory confirmed
	☐
	☐
	

	Technical documentation sufficient
	☐
	☐
	



2 – Eligibility 
	Criterion
	Meets
	Partially
	Does Not Meet
	Comments

	Clear emergency relevance
	☐
	☐
	☐
	

	Public interest value demonstrated
	☐
	☐
	☐
	

	Regulatory necessity justified
	☐
	☐
	☐
	

	Technical and operational capacity adequate
	☐
	☐
	☐
	

	Risks manageable within sandbox
	☐
	☐
	☐
	



3 – Spectrum and Interference Assessment (If Applicable)(*)
	Item
	Acceptable
	Requires Conditions
	Not Acceptable
	Comments

	Frequency band availability
	☐
	☐
	☐
	

	Transmission parameters appropriate (power, antenna, coverage area)
	☐
	☐
	☐
	

	Interference risk assessment credible
	☐
	☐
	☐
	

	Coordination plan adequate
	☐
	☐
	☐
	

	Monitoring arrangements defined
	☐
	☐
	☐
	

	Interference response procedures clear
	☐
	☐
	☐
	



4 – Safety and Operational Risk Assessment
	Risk Category
	Low
	Moderate
	High
	Comments / Required Conditions

	Public safety
	☐
	☐
	☐
	

	First responder safety
	☐
	☐
	☐
	

	Network integrity
	☐
	☐
	☐
	

	Environmental risk
	☐
	☐
	☐
	

	Operational feasibility (PIC context)
	☐
	☐
	☐
	



5 – Cybersecurity and Data Protection
	Item
	Adequate
	Requires Clarification
	Inadequate
	Comments

	Data categories identified
	☐
	☐
	☐
	

	Data retention controls defined
	☐
	☐
	☐
	

	Access controls appropriate
	☐
	☐
	☐
	

	Cybersecurity safeguards defined
	☐
	☐
	☐
	

	Incident response plan provided
	☐
	☐
	☐
	



6 – Regulatory Measures Requested(**)
	Measure
	Appropriate
	Conditional
	Not Justified
	Comments

	Temporary spectrum authorisation
	☐
	☐
	☐
	

	Temporary service licence
	☐
	☐
	☐
	

	Type approval waiver
	☐
	☐
	☐
	

	Customs facilitation
	☐
	☐
	☐
	

	Duration proportionate
	☐
	☐
	☐
	



7 – Exit and Rollback Readiness
	Item
	Adequate
	Requires Conditions
	Inadequate
	Comments

	Shutdown procedure defined
	☐
	☐
	☐
	

	Equipment removal plan defined
	☐
	☐
	☐
	

	Restoration obligations clear
	☐
	☐
	☐
	

	Transition plan (if applicable)
	☐
	☐
	☐
	



8 – Overall Assessment
☐ Approved (Trial duration: ______ months)
☐ Approved with Conditions
☐ Rejected
If Approved with Conditions, specify required conditions:
____________________________________________________________________________
If Rejected, specify reasons:
____________________________________________________________________________

9 – Evaluation Committee Endorsement (If Applicable)
Committee Chair / Lead Reviewer: _________________________
Agency: ________________________________________________
Signature: _____________________________________________
Date: _________________________________________________

_____
(*) Regulators should assess whether the proposed sandbox activity may create harmful interference to existing communications services and whether appropriate mitigation measures are in place. The following questions may guide the assessment:
· What frequency bands will be used during the trial, and are these bands already assigned to other services?
· Does the proposed technology comply with applicable national or international spectrum standards?
· What transmission power levels and operational parameters will be used?
· Could the proposed deployment cause harmful interference to existing telecommunications, broadcasting, aviation, maritime, or emergency communications systems?
· Are geographic, power, or operational restrictions required to reduce potential interference risks?
· What monitoring mechanisms will be used to detect and respond to interference during the trial?
· What procedures are in place to immediately suspend or modify operations if harmful interference occurs?
(**) In relation to compliance and type approval, regulators should confirm whether equipment used in the sandbox meets national technical standards or whether temporary authorisation is required. Key considerations may include:
· Has the equipment received national type approval or certification?
· If not, is a temporary exemption or conditional approval required for the sandbox trial?
· Does the equipment comply with relevant international standards?
· Are there safety, electromagnetic compatibility, or operational risks associated with the equipment?
· Are there restrictions on the importation, installation, or use of the equipment under national law?
[bookmark: SourcePart2]
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ECRS Model National Policy
The model policy below is provided as a reference to support Member States in developing national ECRS policies. Authorities are encouraged to adapt the text to reflect their national legal frameworks, institutional arrangements, and regulatory practices. Additional modifications or provisions may be introduced as necessary to ensure alignment with national legislation and governance structures.
__________
[Name of Country]
[Name of Telecommunications / Regulatory Authority]

Emergency Communications Regulatory Sandbox (ECRS)

[Publication Date]

1. [bookmark: _Toc241225623]Introduction
[Country] frequently faces natural hazards such as cyclones, earthquakes, flooding, volcanic activity, and other climate-related events. These disasters can damage telecommunications infrastructure and disrupt the ability of authorities and responders to coordinate emergency operations and deliver timely public warnings. Reliable emergency communications are therefore essential for effective disaster preparedness, response, and recovery.
Telecommunications regulation, including licensing, spectrum management, equipment approval, and customs procedures, helps ensure that communications systems operate safely and efficiently. However, during emergencies or preparedness exercises, these procedures may require temporary flexibility to enable rapid deployment of communications technologies. 
In this context, the [Name of Regulatory Authority] has adopted the Emergency Communications Regulatory Sandbox (ECRS) to support the controlled testing of emergency communications technologies and associated regulatory procedures.
The ECRS provides a structured mechanism through which emergency communications technologies and associated regulatory procedures may be tested in a controlled and time-bound environment. Through sandbox trials, the regulatory authority and participating stakeholders may assess the operational performance of technologies and identify potential regulatory barriers that could affect the rapid deployment of communications systems during emergency situations.
2. [bookmark: _Toc241225624]Scope of Application
The ECRS may be used to test emergency communications technologies and regulatory approaches under controlled conditions. Testing may take place in different contexts across the disaster management cycle, including:
· Preparedness exercises, where technologies are tested as part of national or regional disaster preparedness activities;
· Controlled trials, conducted to assess the feasibility, interoperability, and regulatory implications of emerging technologies; and
· Emergency situations, where appropriate and subject to national regulations, following a declaration of disaster, emergency, or other legally recognised emergency condition by the competent authority under applicable national law, to activate pre-approved regulatory measures or temporary regulatory measures and facilitate the rapid deployment of emergency communications technologies in support of emergency response and recovery activities.
Participation in sandbox testing shall be time-bound, supervised by the regulator, and conducted in a manner that safeguards spectrum management, public safety, and the integrity of existing communications services.
3. [bookmark: _Toc241225625]Governance Structure
a. ECRS Secretariat (Single Point of Contact)
The [Name of Regulatory Authority] shall designate an ECRS Secretariat or Single Point of Contact responsible for coordinating sandbox administration.
The ECRS Secretariat may:
· Provide guidance to prospective applicants on eligibility, documentation requirements, and procedural steps;
· Support applicants in preparing proposals that meet technical, regulatory, and safety requirements;
· Facilitate pre-consultations to identify potential regulatory considerations, spectrum needs, and inter-agency implications;
· Coordinate the inter-agency review process and circulate applications to relevant authorities;
· Maintain records of applications, decisions, authorisations, and reporting submissions;
· Serve as the central communication channel between applicants and competent authorities.
b. Competent Authorities
Competent authorities retain statutory decision-making powers under national law. The composition of relevant authorities will depend on the nature and scope of the proposed test.
Depending on the specific technology or regulatory measures involved, competent authorities may include:
· The national telecommunications and/or spectrum regulator;
· The customs and border control authority;
· The national disaster management office (NDMO) or emergency management authority;
· Ministries responsible for communications, ICT, public safety, transport, maritime affairs, aviation, or health;
· Cybersecurity or data protection authorities, where applicable.
Competent authorities may:
· Assess applications within their respective mandates;
· Determine the applicability of temporary authorisations or exemptions;
· Ensure compliance with national laws and international obligations;
· Establish conditions to mitigate interference, safety, security, and operational risks;
· Retain the authority to amend, suspend, or revoke sandbox authorisations where required.
c. Evaluation Committee
The regulatory authority may establish an Evaluation Committee consisting of technical and policy experts drawn from relevant institutions.
The Evaluation Committee may:
· Review sandbox applications for completeness and eligibility;
· Assess technical feasibility and interoperability;
· Evaluate risks relating to spectrum interference, public safety, cybersecurity, and operational continuity;
· Consider alignment with national emergency preparedness priorities and policies;
· Recommend approval, conditional approval, or rejection to the designated approving authority.
The Committee’s role is advisory unless otherwise provided under national law. Final approval authority remains with [Name of Regulatory Authority].
d. Testing Monitors
For each approved sandbox activity, designated monitors may monitor testing activities to ensure compliance with authorised conditions and regulatory safeguards.
Testing Monitors may:
· Monitor adherence to approved scope, duration, and geographic limitations;
· Verify compliance with spectrum assignments and technical conditions;
· Coordinate with relevant agencies during testing;
· Oversee real-time mitigation measures in the event of interference, safety concerns, or operational incidents;
· Ensure timely submission of interim and final reports;
· Recommend suspension or modification of testing if material risks arise.
4. [bookmark: _Toc224140150][bookmark: _Toc224140546][bookmark: _Toc224140151][bookmark: _Toc224140547][bookmark: _Toc241225626]Sandbox Process
a. Pre-Consultation
Applicants are encouraged to conduct pre-consultation with the ECRS Secretariat. Early engagement reduces incomplete applications, clarifies regulatory pathways, and supports timely and safe decision-making.
During pre-consultation, the applicant, with a draft proposal, should discuss with the Secretariat:
· Objectives and proposed technology, including the intended emergency use-case and public interest rationale;
· Regulatory considerations, including required licences, spectrum coordination, equipment approval, and customs facilitation;
· Safety and risk considerations, including interference risks, operational safety, cybersecurity, and data protection aspects;
· Proposed timeline, geographic scope, and deployment model, including locations, duration, and participating entities.
The purpose of pre-consultation is to refine the proposal, confirm feasibility within national legal and institutional frameworks, and identify any material risks or regulatory requirements at an early stage.
Outputs may include:
· Identification of the appropriate application track (preparedness testing or emergency activation);
· Preliminary definition of test parameters;
· Identification of required documentation and competent authorities;
· An initial risk register and coordination plan.
The emergency activation track is available only upon, and for the duration of, a state of disaster or emergency declared by [Name of Regulatory Authority] under [Name of applicable national disaster management legislation]. Authorisations issued under the emergency activation track shall specify an expiry date and shall in any event expire automatically upon the lifting of the declaration, unless converted into a standard authorisation through the ordinary regulatory process. To give effect to this track, the regulatory authority should maintain, in peacetime, pre-approved or pre-coordinated equipment and frequency lists, template authorisation instruments, and indicative decision timeframes for emergency applications.
b. Application Submission
Applications shall be submitted to the ECRS Secretariat, which shall conduct a completeness check and coordinate multi-agency evaluation. Applications should be structured so they can be actioned efficiently, including under urgent emergency conditions.
At minimum, the application should include:
(i) Applicant identity and accountability
· Legal entity details and authorised signatory;
· Local representative (if applicable);
· Evidence of technical competence and operational readiness.
(ii) Emergency relevance and public benefit
· Clear use-case(s) linked to emergency response, recovery, or early warning dissemination;
· Explanation of expected public interest value.
(iii) Technology and deployment architecture
· Description of systems and equipment;
· Deployment model and integration points;
· Operational footprint and infrastructure dependencies.
(iv) Spectrum and interference management (where applicable)
· Frequencies/bands, bandwidth, power levels, emission characteristics, antenna details, and locations;
· Proposed coordination approach;
· Monitoring and interference response plan.
(v) Requested regulatory measures
· Temporary licences or exemptions requested;
· Proposed duration and justification;
· Explanation of regulatory necessity.
(vi) Equipment compliance and type approval
· Equipment identifiers and certifications;
· Compliance documentation or proposed conditions if temporary acceptance is requested;
· Acknowledgement of type approval’s role in ensuring safe and appropriate spectrum use.
(vii) Customs and logistics plan
· Shipment details and origin;
· Intended use, storage, and re-export or disposal arrangements;
· Requested facilitation mechanisms consistent with established relief procedures.
(viii) Risk assessment and mitigation
· Safety, interference, cybersecurity, privacy, environmental, and operational risks;
· Monitoring measures and shutdown/rollback procedures.
(ix) Data protection and cybersecurity controls
· Data categories and retention practices;
· Access controls and incident response measures;
· Alignment with national telecommunications risk management practices.
(x) Test and reporting plan
· Objectives, performance metrics, schedule, and methodology;
· Interim and final reporting arrangements.
c. Evaluation and Decision
Applications shall be evaluated by the regulatory authority in consultation with relevant competent authorities.
Following evaluation, the authority may issue one of the following decisions:
· Approval;
· Approval with conditions; or
· Rejection.
· Approved projects shall be formalised through a sandbox agreement and associated authorisation instruments where required.
An unsuccessful applicant may request a review or reconsideration of a rejection, in accordance with national administrative law and procedures.
d. Sandbox Plan and Agreement
Approved participants shall enter into a Sandbox Agreement with the regulatory authority specifying:
· Approved scope, locations, duration, and expansion rules;
· Authorised frequencies and technical parameters;
· Equipment list and compliance conditions;
· Customs and warehousing obligations where applicable;
· Data governance and cybersecurity requirements;
· Reporting and incident notification procedures;
· Monitoring access (including logs and measurement data);
· Suspension or termination triggers;
· Liability allocation and insurance or financial security requirements (as nationally applicable or as required by the regulatory authority as a condition of approval);
· Exit obligations, including deactivation and restoration of pre-test conditions;
· Confidentiality and publication provisions.
Approved participants shall remain responsible for complying with applicable laws and for managing risks arising from sandbox activities, including harmful interference, equipment malfunction, safety incidents, and other operational impacts. The regulatory authority may require insurance coverage, financial security arrangements, or other risk mitigation measures where appropriate having regard to the nature and risk profile of the proposed activity.
e. Testing Implementation
Testing shall be conducted strictly within the approved parameters. Participants must comply with all regulatory conditions and cooperate with monitoring activities conducted by the regulatory authority.
The regulatory authority retains the right to modify, suspend, or terminate testing where safety, interference, or regulatory concerns arise.
f. Reporting and Results
Participants shall submit:
· Interim Reports, as agreed, detailing progress, incidents, technical observations, and performance metrics;
· Final Report, summarising outcomes, lessons learned, regulatory implications, and recommendations in a timely manner.
g. Post-Trial Review
Upon completion, of testing, the regulatory authority may review the outcomes and determine appropriate follow-up actions, including:
· Formal approval for emergency use;
· Integration into national regulatory frameworks;
· Further refinement and re-testing; or
· Non-adoption where risks outweigh benefits.
Where appropriate, non-sensitive findings may be published to promote transparency and regional learning.
5. [bookmark: _Toc241225627]Eligibility Criteria
Applicants must demonstrate that:
· The proposed technology or regulatory arrangement has a clear and direct benefit for emergency communications, disaster response, recovery, or early warning dissemination;
· There is identifiable regulatory uncertainty, procedural constraint, or need for time-bound flexibility that justifies sandbox consideration;
· The applicant possesses adequate technical competence, operational capacity, and governance arrangements to conduct the test safely and responsibly;
· The proposal aligns with national disaster management priorities and public interest objectives; and
· Risks can be appropriately mitigated within the sandbox framework.
Eligible technologies may include, but are not limited to:
· Satellite communication systems (GEO, MEO, LEO terminals);
· HF/VHF/UHF radio systems for disaster coordination;
· Portable or rapidly deployable mobile networks (e.g., COWs, deployable 4G/5G kits);
· IoT-enabled early warning sensors and alert dissemination systems;
· Drone-based communication or alerting platforms;
· Interoperability solutions linking public safety networks.
Eligibility does not imply automatic approval. All proposals remain subject to risk assessment and regulatory review.
6. [bookmark: _Toc241225628]Special Regulatory Measures
Where necessary, the regulatory authority may grant temporary or conditional regulatory measures to facilitate sandbox testing.

a. Types of Measures
Measures may include:
· Temporary spectrum authorisations or shared-use arrangements;
· Conditional or expedited service licensing;
· Temporary or conditional type approval waivers;
· Customs facilitation measures for emergency equipment;
· Expedited coordination approvals during declared emergencies.
b. Safeguards
All temporary measures shall:
· Be proportionate and time-bound;
· Include clearly defined conditions;
· Be documented through formal authorisation instruments;
· Preserve core safety, spectrum integrity, and public protection safeguards;
· Protect safety-of-life services and critical communications systems from harmful interference, including maritime distress and safety systems (GMDSS), aeronautical services, and emergency communications systems, consistent with applicable provisions of the ITU Radio Regulations;
· Include clear expiry or transition provisions;
· Ensure that any extensions remain exceptional, subject to regulatory approval, and consistent with the temporary nature of sandbox participation.
Temporary regulatory measures granted under the ECRS waive or expedite administrative and procedural requirements only. Nothing in the ECRS, a sandbox authorisation, or a Sandbox Agreement derogates from, or exempts a participant from, obligations arising under national laws relating to cybersecurity, data protection, privacy, lawful interception, or national security.
7. [bookmark: _Toc241225629]Risk Management 
All sandbox activities must include risk assessment and mitigation planning. Risks that should be considered include:
· Spectrum interference and coexistence risks;
· Safety of first responders and affected communities;
· Cybersecurity and data protection risks;
· Service reliability and operational continuity risks;
· Environmental and physical safety risks;
· Cross-agency coordination and governance risks.
Risk mitigation measures may include:
· Risk matrices identifying likelihood and impact;
· Monitoring and escalation procedures;
· Emergency shutdown protocols;
· Interference response plans;
· Participant consent and public communication procedures where applicable.
· Senior person contact details, in case priority escalation is needed.
8. [bookmark: _Toc241225630]Monitoring and Compliance
The regulatory authority may conduct monitoring activities during sandbox testing, including:
· Real-time spectrum monitoring;
· Field inspections and site access;
· Review of operational logs and performance metrics;
· Incident reporting requirements.
Participants must:
· Operate strictly within approved scope and duration;
· Comply with technical and regulatory conditions;
· Notify authorities promptly of incidents, interference, or safety concerns;
· Cooperate with supervisory authorities.
Non-compliance may result in modification, suspension, or termination of authorisation.
9. [bookmark: _Toc241225631]Transparency
The regulatory authority may publish non-sensitive information regarding approved sandbox projects, including summaries of testing activities and lessons learned. Such information sharing may support regulatory learning and regional cooperation.

10. [bookmark: _Toc241225632]Exit and Transition 
Upon conclusion or termination of sandbox testing, participants must:
· cease authorised transmissions
· deactivate deployed systems
· remove or secure equipment as required
· restore affected environments where applicable.
The regulatory authority may determine whether further regulatory action is required based on the outcomes of the sandbox trial.

Annexes
The following documents form part of the ECRS implementation framework:
A. Application Template
B. Sample Sandbox Agreement
C. Reporting Templates
	i) Interim Report
	ii) Incident Notification Report
	iii) Final Report
[bookmark: SourcePart3]A. Application Template/Form
	Emergency Communications & Regulatory Sandbox (ECRS)



APPLICATION FORM

	ECRS Application Reference No:
	 



Please complete all sections of this form. Attach supporting documents where indicated.
Use additional sheets if space is insufficient. All fields marked with a box may be ticked as applicable.
Submit the completed form together with all annexures to the [name of Regulatory Authority].

	SECTION 1  —  APPLICANT DETAILS



	1.1  Legal Entity Name

	 

	1.2  Registration Number (if applicable)
	
	1.3  Country of Registration

	 
	
	 

	1.4  Registered Address

	 


1.5  Primary Contact Person
	Name
	
	Title / Position

	 
	
	 

	Phone
	
	Email

	 
	
	 


1.6  Local Representative (if applicable)
	Name
	
	Organisation

	 
	
	 

	Contact Details

	 


1.7  Evidence of Technical and Operational Capacity (attach supporting documents)
	☐  CVs of key personnel
	☐  Prior deployment experience

	☐  Safety management procedures
	☐  Other (specify below)

	Other — please specify

	 



	SECTION 2  —  EMERGENCY RELEVANCE



	2.1  Description of Proposed Use Case (describe the emergency scenario addressed and operational context)

	 


2.2  Target Beneficiaries
	☐  First responders
	☐  Disaster management authority

	☐  Public early warning system
	☐  Humanitarian organisations

	☐  General public
	☐  Other (specify below)

	Other — please specify

	 

	2.3  Public Interest Justification (explain how the proposal improves emergency response or warning dissemination)

	 



	SECTION 3  —  TECHNOLOGY DESCRIPTION



3.1  Technology Type
	☐  Satellite terminal (GEO / MEO / LEO)
	☐  HF / VHF / UHF radio

	☐  Portable mobile network (COW / deployable RAN)
	☐  IoT sensor / early warning device

	☐  Drone-based system
	☐  Other (specify below)

	Other — please specify

	 


3.2  Equipment Details (attach datasheets if necessary)
	Manufacturer
	
	Model(s)

	 
	
	 

	Technical Summary

	 

	3.3  Deployment Locations

	 


3.4  Proposed Test Duration
	Start Date
	
	End Date

	 
	
	 



	SECTION 4  —  SPECTRUM REQUIREMENTS (IF APPLICABLE)



	4.1  Frequency Band(s)
	
	4.2  Bandwidth

	 
	
	 

	4.3  Power Levels / Emission Details
	
	4.4  Antenna Type and Height

	 
	
	 

	4.5  Interference Mitigation Plan (describe how harmful interference to existing services will be prevented and managed)

	 



	SECTION 5  —  REQUESTED REGULATORY MEASURES



	☐  Temporary spectrum authorisation
	☐  Temporary service licence

	☐  Type approval waiver / conditional approval
	☐  Customs facilitation

	Other — please specify

	 

	Justification for requested measures

	 



	SECTION 6  —  EQUIPMENT COMPLIANCE



	6.1  Existing Certifications (if any)

	 

	6.2  If waiver requested, explain compliance safeguards

	 



	SECTION 7  —  CUSTOMS AND LOGISTICS (IF APPLICABLE)



7.1  Equipment Shipment List Attached
	☐  Yes
	☐  No

	7.2  Country of Origin
	
	7.3  Intended Port of Entry

	 
	
	 

	7.4  Re-export / Disposal Plan

	 



	SECTION 8  —  RISK ASSESSMENT



Identify key risks and mitigation measures for each category below.
	8.1  Spectrum / Interference Risks

	 

	8.2  Safety Risks

	 

	8.3  Cybersecurity / Data Protection Risks

	 

	8.4  Operational Risks

	 

	8.5  Emergency Shutdown / Rollback Procedure

	 



	SECTION 9  —  DATA PROTECTION AND CYBERSECURITY



9.1  Will personal data be processed?
	☐  Yes
	☐  No

	If yes, describe data categories and controls

	 

	9.2  Cybersecurity Controls Implemented

	 



	SECTION 10  —  TEST PLAN



	10.1  Objectives

	 

	10.2  Performance Metrics

	 

	10.3  Monitoring Arrangements

	 

	10.4  Interim Reporting Schedule

	 



	SECTION 11  —  EXIT PLAN



Describe procedures for: deactivation of systems, equipment removal, restoration of pre-test conditions, and transition to permanent approval (if applicable).
	Exit Plan Details

	 



	SECTION 12  —  DECLARATION



	I hereby certify that the information provided in this application is accurate and complete.
I acknowledge that approval under the ECRS, if granted, will be subject to conditions and oversight.



	Name
	
	Title / Position

	 
	
	 

	Organisation

	 

	Signature
	
	Date

	 
	
	 


[bookmark: SourcePart4]B. Sandbox Agreement
	Emergency Communications & Regulatory Sandbox (ECRS)



SANDBOX AGREEMENT
Between the [National Regulatory Authority] and the Sandbox Participant

This template sets out the standard terms and conditions for participation in the ECRS.
Complete all bracketed fields and shaded input boxes before execution.
This document should be read in conjunction with the ECRS Framework and the approved Application Form.

SANDBOX AGREEMENT

This Sandbox Agreement (“Agreement”) is made on:
	Date

	 



Between:
	THE AUTHORITY
[Name of National Regulatory Authority]
[Address]


(Hereinafter referred to as the “Authority”)

And:
	THE PARTICIPANT

	Name of Participant / Entity

	 

	Registration No.
	
	Address

	 
	
	 


(Hereinafter referred to as the “Participant”)

	1.  PURPOSE



This Agreement sets out the terms and conditions under which the Participant is authorised to conduct testing under the Emergency Communications Regulatory Sandbox (ECRS), pursuant to applicable national laws and regulatory powers.
This Agreement does not constitute permanent authorisation or licence beyond the defined sandbox scope.

	2.  SCOPE OF AUTHORISED TESTING



2.1  Approved Technology
	Description of technology

	 


2.2  Geographic Area
	Approved test locations

	 


2.3  Duration
	Start Date
	
	End Date

	 
	
	 


No extension shall be granted without written approval. Absent exceptional circumstances documented in writing by the Authority, the testing period may be extended once only, and for a period not exceeding the originally approved duration.
2.4  Participants / User Groups
	Approved participants (if applicable)

	 



	3.  REGULATORY AUTHORISATION



This Agreement is accompanied by the following Authorisation Instrument(s):
	☐  Temporary Spectrum Authorisation
	☐  Temporary Service Licence

	☐  Conditional Type Approval
	☐  Customs Facilitation Permit

	Other (specify)

	 



The Participant shall comply with all conditions attached to such authorisation(s).
This Agreement and the associated authorisation instruments remain valid only for the duration of the approved sandbox test and do not confer any permanent regulatory rights.

	4.  TECHNICAL AND SPECTRUM CONDITIONS



Where applicable, the following technical parameters are authorised:
	•  Frequency band(s):
	 

	•  Bandwidth:
	 

	•  Power limits:
	 

	•  Antenna type and configuration:
	 

	•  Coverage limitations:
	 



The Participant shall:
•  Prevent harmful interference;
•  Immediately report interference incidents;
•  Cooperate with monitoring and inspection activities.

The Authority retains the right to modify spectrum parameters where necessary.

	5.  EQUIPMENT AND COMPLIANCE



The following equipment is authorised:
	Authorised equipment details

	 


Any modification or substitution requires prior approval.
Where conditional type approval is granted, the Participant agrees to comply with any imposed restrictions.

	6.  CUSTOMS AND LOGISTICS OBLIGATIONS (IF APPLICABLE)



The Participant shall:
•  Ensure equipment is used solely for authorised purposes;
•  Maintain records of imported equipment;
•  Re-export, store, or dispose of equipment in accordance with national law upon completion of testing.

	7.  RISK MANAGEMENT AND SAFETY



The Participant shall implement the approved Risk Mitigation Plan, including:
•  Safety measures for responders and the public;
•  Interference monitoring procedures;
•  Cybersecurity safeguards;
•  Emergency shutdown procedures.

	Note: Testing shall be immediately suspended if material safety risks arise.



	8.  DATA PROTECTION AND CYBERSECURITY



Where personal or operational data is processed, the Participant shall:
•  Implement appropriate data protection controls;
•  Restrict access to authorised personnel;
•  Notify the Authority of any security incident without undue delay.

Nothing in this Agreement exempts the Participant from obligations arising under national laws relating to cybersecurity, data protection, privacy, lawful interception, or national security.

	9.  REPORTING OBLIGATIONS



The Participant shall submit:
•  Interim reports as scheduled;
•  A Final Report within [X] days of test completion.

Reports shall include performance data, incidents, and regulatory observations.

	10.  MONITORING AND ACCESS



The Authority and designated Testing Monitors may:
•  Access testing sites;
•  Request operational logs and measurement data;
•  Conduct spectrum monitoring;
•  Require corrective actions.

The Participant shall cooperate fully with oversight activities.

	11.  SUSPENSION AND TERMINATION



The Authority may suspend or terminate this Agreement where:
•  Harmful interference occurs;
•  Safety risks materialise;
•  Conditions of approval are breached;
•  False or misleading information was provided;
•  National emergency or public interest considerations require it.

Termination shall be communicated in writing.

	12.  EXIT AND RESTORATION OBLIGATIONS



Upon completion or termination, the Participant shall:
•  Cease all authorised transmissions;
•  Deactivate systems;
•  Remove or re-export equipment as required;
•  Restore affected systems or environments to pre-test condition, where applicable;
•  Submit final documentation confirming closure.

	13.  LIABILITY AND INSURANCE



The Participant remains responsible for:
•  Compliance with applicable laws;
•  Damages, including harmful interference to authorised services, arising from the Participant’s testing activities;
•  Maintaining adequate insurance or other financial security where required under national law, or where required by the Authority as a condition of approval, proportionate to the assessed risk.

	14.  CONFIDENTIALITY AND PUBLICATION



Confidential business information shall be protected in accordance with national law.
The Authority may publish non-sensitive summaries of sandbox activities to promote transparency and regulatory learning.

	15.  NO PERMANENT RIGHTS



This Agreement:
•  Does not create permanent rights or entitlements;
•  Does not guarantee future licensing or regulatory approval;
•  Is limited strictly to the approved scope and duration.

	16.  GOVERNING LAW



This Agreement shall be governed by the laws of [insert country name].

	17.  SIGNATURES



	FOR THE AUTHORITY

	Name
	
	Title

	 
	
	 

	Signature
	
	Date

	 
	
	 



	FOR THE PARTICIPANT

	Name
	
	Title

	 
	
	 

	Signature
	
	Date
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INTERIM PROGRESS REPORT
Periodic reporting template for active sandbox participants
	
Reporting Period
	
	Date of Submission

	 
	
	 



	1.  PROJECT OVERVIEW



	Sandbox Reference Number
	
	Applicant Name

	 
	
	 

	Authorisation Start Date
	
	Authorisation End Date

	 
	
	 



	2.  SUMMARY OF ACTIVITIES DURING REPORTING PERIOD



	Provide a brief summary of testing activities conducted

	 



	3.  TECHNICAL PERFORMANCE



	3.1  System Uptime / Availability

	 



3.2  Performance Metrics (attach data where applicable)
	•  Coverage performance:
	 

	•  Latency / throughput:
	 

	•  Alert dissemination time:
	 

	•  Other key indicators:
	 



	4.  SPECTRUM AND INTERFERENCE MONITORING



	•  Any interference observed?
	☐ Yes
	☐ No

	If yes, describe

	 

	Mitigation measures taken

	 



	5.  SAFETY AND OPERATIONAL ISSUES



	•  Any safety incidents?
	☐ Yes
	☐ No

	If yes, describe

	 

	Operational challenges encountered

	 



	6.  CYBERSECURITY AND DATA PROTECTION



	•  Any cybersecurity incidents?
	☐ Yes
	☐ No

	If yes, describe actions taken

	 

	•  Data protection compliance maintained?
	☐ Yes
	☐ No



	7.  VARIATIONS FROM APPROVED PLAN



	Describe any deviations from approved scope, duration, location, or parameters

	 



	8.  FORWARD PLAN (NEXT REPORTING PERIOD)



	Planned activities and milestones for the next period

	 



	AUTHORISED SIGNATORY

	Name

	 

	Signature
	
	Date
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INCIDENT NOTIFICATION REPORT
To be submitted promptly following any significant incident
	Date of Incident
	
	Date of Notification

	 
	
	 



	1.  NATURE OF INCIDENT



	☐  Harmful interference
	☐  Public safety issue

	☐  Cybersecurity incident
	☐  Data breach

	☐  Equipment failure
	☐  Other (specify below)

	Other — please specify

	 

	Description of incident

	 



	2.  IMPACT ASSESSMENT



	•  Affected users or services:
	 

	•  Duration of impact:
	 

	•  Geographic impact area:
	 



	3.  IMMEDIATE MITIGATION ACTIONS TAKEN



	Describe immediate actions taken to contain and mitigate the incident

	 



	4.  ROOT CAUSE (IF KNOWN)



	Describe the root cause or contributing factors

	 



	5.  PREVENTIVE MEASURES TO AVOID RECURRENCE



	Describe preventive measures and corrective actions planned

	 



	SUBMITTED BY

	Name

	 

	Signature
	
	Date
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FINAL REPORT
Comprehensive report submitted upon completion of sandbox testing
	
Sandbox Reference Number
	
	Applicant Name

	 
	
	 

	Testing Period

	 



	1.  EXECUTIVE SUMMARY



	Provide a concise overview of objectives, activities, and overall outcome

	 



	2.  OBJECTIVES AND OUTCOMES



2.1  Original Objectives
	Describe the original objectives of the sandbox test

	 



2.2  Degree of Achievement
	☐  Fully achieved
	☐  Partially achieved

	☐  Not achieved
	

	Explanation

	 



	3.  TECHNICAL PERFORMANCE EVALUATION



	•  Reliability and uptime:
	 

	•  Coverage effectiveness:
	 

	•  Interoperability results:
	 

	•  Interference observations:
	 

	•  Performance under stress:
	 



	Attach supporting data where relevant. Provide additional commentary below.

	 



	4.  SAFETY AND RISK OUTCOMES



	•  Safety incidents (if any):
	 

	•  Interference events:
	 

	•  Cybersecurity / data protection issues:
	 

	•  Effectiveness of mitigation measures:
	 



	5.  REGULATORY OBSERVATIONS



Provide feedback on the following areas:
•  Licensing process;
•  Spectrum coordination;
•  Type approval arrangements;
•  Customs facilitation;
•  Inter-agency coordination.
	Regulatory feedback and observations

	 



	6.  LESSONS LEARNED



	Technical lessons

	 

	Regulatory lessons

	 

	Operational lessons

	 



	7.  RECOMMENDATIONS



	☐  Recommend formal emergency-use approval
	☐  Recommend integration into regulations

	☐  Recommend further testing
	☐  Do not recommend adoption

	Explanation

	 



	8.  EXIT CONFIRMATION



Confirm that:
	☐  All transmissions have ceased
	☐  Equipment removed / secured

	☐  Systems restored to pre-test condition
	☐  All temporary authorisations closed

	Date of Closure

	 



	AUTHORISED SIGNATORY

	Name

	 

	Signature
	
	Date
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