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Executive Summary

The rise of digital transformation in Myanmar has amplified the need for cybersecurity, data
protection, and privacy safeguards. Citizens, businesses, and government institutions face growing
threats such as phishing, identity theft, and data breaches. However, a lack of public awareness,
shortage of skilled professionals, and inadequate data protection frameworks leave the digital

ecosystem vulnerable.

Myanmar Computer Professionals Association (MCPA) in collaboration with Myanmar Computer
Federation (MCF) with the support of the Ministry of Transport & Communications and the Asia Pacific
Telecommunity (APT), successfully launched the Cybersecurity & Privacy Chatbot Development
competition under the theme “Secure the Future: Al-Powered Cybersecurity & Privacy” that directly
addresses these issues by equipping young professionals with hands-on experience in developing Al-

powered security solutions.

The initiative was designed to address Myanmar’s urgent challenges in cybersecurity, data
protection, and digital trust, particularly the lack of public awareness, shortage of skilled professionals,
and weak data protection measure. Through a hackathon-style competition, young professionals and
students were empowered to design and develop Al-driven chatbots that could:

e Educate users on cyber hygiene, phishing, and online safety,
e Assist organizations in data privacy compliance,
e Detect and respond to suspicious online activities, and
e Foster ethical Al and cybersecurity practices.
The competition was executed in five phases:

Phase 1: Call for Participation

Phase 2: Training with cybersecurity and Al experts
Phase 3: Chatbot design and Development

Phase 4: Evaluation and testing

Phase 5: The Final demon and awards ceremony.



Over 111 teams registered with students from Public Universities and Private Colleges all over
Myanmar. Online training sessions are provided to all teams delivered by the Myanmar’s top local
experts. Topics includesAl, NLP and cybersecurity skills training for four weeks. Among the participating
teams, 31 qualified teams were selected for submission of technical reports and chatbot prototype
solutions. Judges assessed the submitted solution on innovation, technical quality, usability, and

impact and selected top 10 finalist for the final round.

The Final Demo and Awarding Ceremony was held on 13 September 2025 at MICT Park, Yangon,
with distinguished guests from MCPA, MCF, the Ministry of Transport and Communication, participating
students and parents, and APT. Recognition included Champion, Most Innovative, and Peoples’ Choice
Awards, as well as Certificates of Achievement for the Top 10 teams and Certificates of Participation for

all competitors.

This initiative contributed significantly to the UN Sustainable Development Goals by advancing
digital literacy, fostering innovation, creating new career pathways, and strengthening trust in
Myanmar’s digital transformation. With winning chatbot solutions scalable for nationwide deployment,
this program reinforced cyber resilience, fostered public-private collaboration, digital inclusion and

created a foundation for a safter digital economy.

Background and Rationale

With the rapid growth of digital transformation, the risks associated with cyber security, data
protection, and privacy have become critical concerns for individuals, businesses, and governments in
Myanmar. Individuals face increasing threats from online scams, identify theft, and social engineering
attacks due to a lack of cybersecurity awareness. Businesses, especially small and medium enterprises,
struggle to protect sensitive data and secure their digital operations against cyberattacks. Government
Institutions need to ensure the protection of public data while enhancing trust in e-government
services. However, awareness gaps leave many people vulnerable to cyber threats, as they lack the
knowledge to recognize and respond to online risks. At the same time, a shortage of skilled
cybersecurity professionals makes it difficult for organizations to defend against evolving cyber threats.
In addition, weak data protection measure put both personal and business information at risk of
unauthorized access and misuse. To address these challenges, Myanmar needs innovative, scalable,
and accessible cybersecurity solutions that can enhance awareness, develop local expertise, and

strengthen national cyber resilience.

Theme & Objectives
Theme: Cybersecurity & Privacy Chatbot Development

The Cybersecurity & Privacy Chatbot Development is a national-level competition designed to
empower young professionals and students to develop innovative chatbot solutions that address

cybersecurity challenges, data protection issues, and online privacy concerns. By leveraging Al-driven

2



automation, participants will create chatbots that enhance cyber awareness, detect potential threats,

and guide user on best security practices.

The competition encourages practical problem-solving by bridging Al technology with

cybersecurity, fostering the development tools that can be scaled for real-world applications in

Myanmar’s digital landscape.

Event Type: Hackathon style Chatbot Development Competition

This competition will challenge participants to design and develop intelligent chatbots that can:

1.  Educate users on safe online practices, phishing prevention and password security.

2.  Assistusers and business organizations in understanding data privacy laws and securing personal
information.

3. Detect and respond to suspicious activities, cyber threats and guide users in emergency response
actions.

4. Empowering students and professionals with hands-on experience in Al and cybersecurity.

5.  Address the key UN Sustainable Development Goals (UNSDGs)

Objectives

1. Strengthening Cybersecurity Awareness & Digital Hygiene

e Develop chatbots that educate users on safe online practices, including password management,
phishing awareness, and malware protection.

e Providereal-time guidance on detecting social engineering attacks (e.g., phishing, impersonation,
and scams).

e Reduce human errors in cybersecurity by offering interactive training and automated security tips.

2. Promoting Data Protection & Privacy Compliance

e Assist individuals and organizations in understanding privacy regulations (e.g., GDPR, PDPA, and
1ISO 27001)

e Develop chatbots that can audit data privacy risks and recommend best practices for securing
personal information

e Help businesses and users navigate consent management, data collection transparency, and
compliance reporting.

3. Encouraging Ethical Al & Responsible Digital Practices

Ensure chatbots follow ethical Al principles, preventing bias and misinformation in cybersecurity
recommendations.

Promote secure chatbot design by incorporating privacy-by-design methodology-ies and end-to-
end encryption for sensitive interactions.

Educate users on the ethical use of Al-driven security tools, including Al-generated cybersecurity

risks and mitigation strategies.



4, Bridging the Skill Gap & Preparing Future Cybersecurity Leaders

e Provide participants with hands-on experience in Al-driven cybersecurity solutions, enhancing
their practical skills in ethical hacking, security analysis, and Al development.

e Bridge the gap between Al, cybersecurity, and software development, fostering interdisciplinary
innovation.

e Create opportunities for networking, mentorship, and career advancement in the cybersecurity, Al,
and digital trust industries.

5. Supporting UNSDG Goals for a Secure Digital Future

e SDG 4 (Quality Education): Empowers individuals with cybersecurity awareness, reducing risks of
online fraud, misinformation and data breaches.

e SGD 8 (Decent Work & Economy Growth): Strengthening Myanmar’s digital economy by fostering
a new generation of cyber security professionals.

e SDG9 (Industry, Innovation & Infrastructure): Drives technological innovation in Myanmar’s cyber
security ecosystem, making digital infrastructure safer and more resilient.

e SDG 16 (Peace, Justice & Strong Institutions): Strengthen digital trust and data security by
increasing public awareness of cyber security threats and privacy protection, promote a safer and
more secure digital environment

e SGD 17 (Partnerships for the Goals): Strengthen multi-stakeholder collaboration, ensuring long-

term sustainability of cybersecurity initiatives.

Implementation Phases

Phase 1: Call for Participation, Registration & Team Formation

With the support of the Asia-Pacific Tele community (APT) and under the guidance of the Myanmar
Computer Federation, the Myanmar Computer Professionals Association (MCPA) takes the lead in
organizing the national-level “Cybersecurity & Privacy Chatbot Development” competition. The
organizing committee of MCPA did nationwide promotion through MCPA, MCF, Technology and

Computer Universities and Private Institutions.

Press release was conducted on May 28th 2025 in Hybrid mode by inviting news channel and medias,
public and private technological & computer universities and colleges in Yangon and other states and
divisions. Released news and call for Participation, accepting teams application forms that are able to

download from website www.mcpamyanmar.org , https:// https://forms.gle/VvhvVZnfE6UfJkyké .
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APTYPS 2025 Facebook Page was created and teams were invited to register via Google Form with the
deadline 15t June 2025 (Tuesday).

APT Young Professionals and Students Program Facebook Page Link://
https://www.facebook.com/share/1CxHs82qqt/

Organizing committee received the (111) teams of registrations from the Public Universities and

Private Colleges from the state and regions all over Myanmar.

Sr. Team Name Sr. Team Name Sr. Team Name
1 304B 38 Dark Phantasm 75 QuadShield

2 AegisAl 39 | DevGeeks 76 | RAMbo ( Rural Al Messenger bot )
3 | Aegix 40 | E2F 77 | RookieSec

4 Al Newbies 41 | EchoV 78 | S.H.LE.L.D

5 Al Shield 42 | Ethicrypt 79 | Secured Blaze Bot

6 Al® (Al Cubed) 43 | GROUP 3 80 | Securum

7 Alrity 44 | Hack No More 81 | Sentinel Mind

8 Aliens 45 | Hackabot 82 | Sentra Core

9 Alpha Cybersecurity 46 | HackSecure Al 83 | Shwee Shaung

10 [ Ashen Codebreaker 47 | HMI Team 84 | Team Auston

11 | Base Five 48 | ICHI X Cipher Knights 85 | Team Cyanide

12 Batman 49 Incompa Bot 86 | Team Eagles

13 Bot Brains 50 Innolgniters@STI 87 Team Guru

14 Burmese Neural Secures 51 IT Pout Sa 88 Team Quantum

15 | Cloud 9! 52 | Konbaung Al (0p§:60208 Al) 89 | Team S&T

16 | Code Clash 53 | K-Pi SecureNet 90 | Team Sigma

17 | CodeSlayers 54 | LannPya Bot 91 | Team Success

18 | Codex Vigil 55 | LazyByte 92 | The Last Brain Cells
19 [ Ctrl+Alt+T 56 | Midnight Chatbotter 93 | The Last Five

20 | Cyb3rBot 57 | Minions 94 | The Neural Lab

21 | Cyber Bot Buddies 58 | Mystic Legion 95 | Tiny Byte

22 | Cyber Force 59 | NeuroTalk 96 | Trigon

23 | Cyber Knights 60 | NextTech Five 97 | TrustNode

24 | Cyber Nexus 61 | Nexus 98 | Typhoon

25 | Cyber Ninjas 62 | Ninja Bots 99 | UCS- Pyay

26 | Cyber Pearl 63 | No Phish Allowed 100 | UCSTGO - AMADILLO
27 | Cyber Sentinels (M.S.T) 64 | NovaPrime 101 [ UCSTGO Future Warriors
28 | Cyber Sentinels (Maubin) 65 Null Zero 102 [ UCSTGO LUMINOUS
29 | Cyberbotics 66 | One By Zero 103 | UCSTGO SHIELD

30 | CyberCore 67 | PentaNeux 104 [ UIT Kalkites

31 | CyberCore Five 68 | Phantom Guardians 105 [ Vaultaris

32 | CyberCubs 69 | Phantoms 106 [ Victory

33 | Cyberguard 70 | Phoenix 107 [ Win

34 | CyberNest 71 | Pioneer 108 | YesWeShield

35 | CyberSirens 72 | Port_X 109 [ Youths

36 | Cyborg 73 | Potato 110 [ ZeroDay Crew

37 | D.T.V. 74 | Pyit Taing Htaung 111 | Zero-Day NINJAS
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Phase 2: Cybersecurity & Al Chatbot Development Training

The organizingcommittee arranged the training sessions with the technical experts and decided
to provide all registered teams with Myanmar’s Top cybersecurity & Al experts. Due to the high number
of participants, the organizing committee divided the training into two sessions. Section A comprised

of 56 teams and Section B comprised of 55 teams with the followingtraining outlines and time schedule.

APTYPS 2025 Training Schedule (Online)
Sayar U Ye Thura Thet Time Table

Day Time Topics
21-6-2025 (Saturday) 3:.00-6:00 PM Cyber Security Fundamentals for the Al-Enabled Era
28-6-2025 (Saturday) 3:00-6:00 PM Cyber Frameworks Landscape
5-7-2025 (Saturday) 3:00-6:00 PM Quick Introduction to Al for the Project
12-7-2025 (Saturday) 3:.00-6:00 PM Project Ideas and Getting Started - Strategic Innovation

APTYPS 2025 Training Schedule (Online)
Sayarma Dr. Sophia Aurora Time Table

Day Time Topics
29-6-2025 (Sunday) 3:00- 6:00 PM Cybersecurity and Privacy Essentials
6-7-2025 (Sunday) 3:00- 6:00 PM APIs, Machine Learning Techniques and NLP Fundamentals
13-7-2025 (Sunday) 3:00 - 6:00 PM Key APIs for Cybersecurity & I?rwacy Chatbots, Chatbots
Framewaorks, Tools and Techniques
20-7-2025 (Sunday) 3:00-6:00 PM Al Chatbot Development Workflow for Cybersecurity & Privacy

During the training period, the organizing committee officially formed the Judgesfor the competition by
inviting the technical experts from Myanmar Computer Professionals Association (MCPA), Myanmar Computer
Federation (MCF) and the Ministry of Transportation & Communication and formed the official judges as

follows:

Sr Name Position Organization

Information Technology and Cyber

1 U Kyaw Soe Naing Deputy Director
Security Department

2 Dr. Aye Aye Thinn Vice President-3 Myanmar Computer Federation

3 U Zaw Moe Tun Vice President-2 Myanmar Computer Professionals Association
4 U Aung Aung Auditor-1 Myanmar Computer Professionals Association
5 Dr. Sophia Aurora Technical Expert

6 U Ye Thura Thet Technical Expert




Phase 3: Chatbot Design & Development
31 Competitive Teams are selected by their technology log and prototypes. 27 out of 31 selected

team Teams successfully develop Al-driven chatbot prototype solutions in selected categories:
o Cybersecurity Awareness Chatbots - Educating users about cyber threats.
o Privacy & Data Protection Chatbots - Assisting in privacy law compliance.

o Anti-Phishing & Scam Detection Chatbots - Protecting users from online fraud.

Phase 4: Evaluation & Testing

Judges assessed submissions based on:
- Innovation & Effectiveness - How well does the chatbot address security issues?
- Technical Implementation - Al capabilities, security features, chatbot responsiveness.
- User Experience & Usability - Ease of interaction and accessibility.
- Impact & Practicality - Real-world applicability in cybersecurity and privacy.
The final screening and evaluationon 30 & 31 August2025 and selected the top (10) finalist teams.

The result of the top 10 finalists was released on 2" September 2025 and advanced to the Final Demo &

Awarding Ceremony.

Phase 5: Final Demo & Awards Ceremony

The event was held on Sunday, September 13,2025, from 9:00 AM to 3:45 PM at the Conference

Hall, MICT Park, Yangon in a lively and vibrant atmosphere. The event was held in two parts, featuring
both technical demonstrations and the official recognition of achievements.
Part | of the program commenced at 8:30 AM with registration and refreshments, followed by the
official announcement of the competition opening at 9:00 AM. The ceremony began with an opening
speech by Mr. Tun Khaing, President of the Myanmar Computer Professionals Association (MCPA),
which set the tone for the day. The morning session continued with the much-anticipated
demonstrations by the Top 10 finalist teams, who showcased their innovative chatbot solutions in
cybersecurity, data protection, and privacy. This engaging session lasted until 12:30 PM, after which
participants, guests and judges took a break for lunch.

Part Il resumed at 2:00 PM with the official opening of the Awarding Ceremony, marking the
culmination of the competition. The session featured a video massage of congratulatory remarks by
Dr. Masanori Kondo, Secretary General of the Asia_Pacific Telecommunity (APT), followed by a
keynote speech from Mr. Nyein Oo, Vice President of the Myanmar Computer Federation (MCF). The
awards presentation began at 2:30 PM, with the Champion, Most Innovative, and People’s Choice
Awards conferred by the Vice President of MCF. After that, the Certificates of Achievement were
presentedto the Top 10 finalists by the Presidentof MCPA, followed by the Certificates of Participation
to all competing teams by the Vice President of MCPA. In recognition of their contributions,honorable

gifts were presented to the Judges by the Secretary of MCPA.



The ceremony concluded with a thank-you note delivered by Dr. Myo Myo Naing, Secretary of
MCPA, followed by a group photo session. At 3:45 PM, the official closing announcement was made,
formally concluding the APT Yong Professionals and Students Program 2025 Myanmar-Cybersecurity

& Privacy Chatbot Development Competition Final Demo & Awarding Ceremony.

“Cybersecurity & Privacy Chatbot Development” Project Competition Prize List

Competition Awards

No. Team Name Prize Award Amount (USD $)
1 DevGeeks Cybersecurity Chatbot Champion Award 3008
2 IT Pout Sa Most Innovative Security Chatbot Award 200 $
3 Innolgniters@STI People's Choice Award 100 S

Top 10 Finalist Teams

Sr. Team Name Materials

1 Cyber Nexus Certificate of Achievement
2 Cyber Pearl Certificate of Achievement
3 Cyberbotics Certificate of Achievement
4 DevGeeks Certificate of Achievement
5 IT Pout Sa Certificate of Achievement
6 Innolgniters@STI Certificate of Achievement
7 Konbaung Al (orgc%zeoooé Al) Certificate of Achievement
8 LannPya Bot Certificate of Achievement
9 RAMbo (Rural Al Messenger bot) Certificate of Achievement
10 Securum Certificate of Achievement

The winners are announced at MCPA Facebook Page, MRTV-4, MCF Websites, MCPA Website,
APTYPS Facebook Page. Evaluation forms were distributed and collected at the end of the event to
gather feedback from participants and attendees. The results indicated a high level of satisfaction,
with 45% rating the event as excellent, 30% as good, 20% as fair, and 5% as not satisfied. These
findings reflect that participants particularly appreciated the organization of the event, relevance of
the competition theme, and the opportunity for hands-on learning and networking. The small
percentage of “not satisfied” responses primarily reflected suggestions for improving time
management and expanding technical supportduring the competition phase. Overall, the evaluation
confirms that the event made a significant impact in promoting cybersecurity awareness, fostering

youth innovation, and strengthening collaboration among stakeholders.
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APT Young Professionals and Students Programme 2025 Myanmar

The “Cybersecurity & Privacy Chatbot Development” Competition
Final Demo & Awarding Ceremony Invitation

With the support of Ministry of Transport and Communications and Asia Pacific
Telecommunity (APT), the "Cybersecurity & Privacy Chatbot Development” Project
Competition Awarding Ceremony, led by Myanmar Computer Federation (MCF) and
organized by Myanmar Computer Professionals Association (MCPA), will be held
as follows:

Date ... 13-9-2025 (Saturday)

Opening Session .... 9:00 am to 9:10 am

Demo Session ... 9:10 am to 12:30 pm

Awarding Session ... 2:00 pm to 3:30 pm

Place ... Conference Hall, MICT Park, Hlaing Campus, Yangon.

RSVP: Phone: 01 652276, 09 5067165, 09 5067168
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Awarding Ceremony

Figure 1: Display the
Video Message by

Dr. Masanori Kondo,
Secretary General of the
Asia-Pacific
Telecommunity (APT)

Figure 2: Speech by the
Vice Chairman of
Myanmar Computer
Federation (MCF)

Mr. Nyein Oo

Figure 3: Thank you note
delivered by

Dr. Miyo Myo Naing,
Secretary of Myanmar
Computer Professionals
Association (MCPA)
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Security Chatbot” Award to
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Figure 6: “People’s
Choice” Award to
Innolgniters@STI Team
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Conclusion

The APTYPS 2025-Cybersecurity & Privacy Chatbot Development Competition was a milestone initiative

for Myanmar’s digital future. By mobilizing youth innovation, fostering collaboration, and delivering

scalable solutions, it laid the foundation for enhanced cybersecurity awareness, data protection, digital

inclusion and national cyber resilience.

The success of this program would not have been possible without the generous support and

collaboration of:

e Asia-Pacific Telecommunity (APT) - for enabling this opportunity under the YPS Programme.

e Ministry of Transport and Communications - for their support in Myanmar’s digital transformation.

e Myanmar Computer Federation (MCF) - for their guidance, commitment and coordination.
Together, these contributions ensured the competition’s impact will extend beyond the event itself,
helping to secure Myanmar’s digital economy and foster a safer online environment for citizens and

businesses alike.

Organizing Committee for Events

Myanmar Computer Federation (MCF)

Myanmar Computer Professionals Association (MCPA)

Reference

Opening Video Clip

Organizing Committee

Myanmar Computer Professionals Association (MCPA)

Address : Ground Floor, Building (9), MICT Park, Hlaing Tsp, Yangon, Myanmar.
Phone : +95-1-652276, +95-9-5067168

Email : office@mcpamyanmar.org

Website : WWwWWw.mcpamyanmar.org

Contact : Dr. Myo Myo Naing

Person Secretary

Myanmar Computer Professionals Association
Ph: +959 5115678

Email : secretary@mcpamyanmar.org , myomyonaing@gmail.com
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Annex 1: APT Young Professionals and Students Programme, 2025 Myanmar
The “Cybersecurity & Privacy Chatbot Development” Project competition

Online Registration Form

E Cybersecurity & Privacy Chatbot Development” Project Comp: &} Y @ © © < ©© & | Published IF

Questions  Responses  Settings

MYANMAR
COMPUTER
PROFESSIONALS
ASSOCIATION

®

"Cybersecurity & Privacy Chatbot Development” o
Project Competition %
B 7 U ® Y =
Contestant Particulars =

Choose area of Project Types

Students Team

Yong Professionals Team

Team Name ©

Short answer text

Member Type *

Leader
Member

Coach

Contestant Name *

Short answer text

Gender *

Male

Female

Date of Birth *

mMonth, day, year

NRC No *

Short answer text




University/College *

Short answer text

Education *

Short answer text

Cybersecurity Background Knowledge *

Basic O O O O Advance

Al Background Knowledge *

O O O @) O

Phone No. *

Short answer text

Email *

Short answer text

Address

Short answer text




Annex 2: APT Young Professional and Students Programme-2025, “Cybersecurity & Privacy Chatbot Development” Project competition

Judge-1to 6

Marking Scheme for Online/ Offline Teams

Mark: 1 - 10

Finalist Team Name
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Real-world applicability, addresses cybersecurity, privacy, and 509%
Relevance to Theme, Impact 15% data protection effectively ’
and practicality °
Innovation & Creativity 50%
Quality of code, AI/NLP integration, chatbot responsiveness 60%
Technical Implementation 20%
Compliance/adherence to security functions & standards 40%
User friendly interface, intuitive conversation flow, and
) . - - 40%
Functionalities and Features 209% accessible design, Compatibility and Interoperability
0
Innovation 60%
Content & Standards 60%
Quality 30%
Chatbot Stability & Reliability 40%
Organization of Presentation 50%
Presentation 15%
Q&A 50%

Total




Annex 3: Event Evaluation Form

Cybersecurity & Privacy Chatbot Development Competition and Awarding Ceremony

We value your feedback! Please take a few minutes to complete this form. Your input will help us improve future
competitions and events.

Section 1: General Information

1. Your Age Group:
[118-25
] 26-35

O 36+
2. Role in the Event:

[ Participant

O Mentor/Coach
O Guest/Visitor
[ Other:

Section 2: Event Experience

Please rate the following aspects of the event:
Criteria Excellent Good Fair Poor
Event registration & communication
Venue & facilities

Time management & scheduling
Support from organizers

Fairness of judging

Awarding ceremony experience

O O 0 0O O 0 0O
O 0O 0 0 000

Overall satisfaction

Section 3: Open Feedback
1. What did you enjoy most about the event?

2. What challenges or difficulties did you face during the event?

3. Do you have any suggestions for improving future competitions?

4, Would you recommend this event to others?

OYes ONo

Section 4: Final Thoughts
Any additional comments:

Thank you for your valuable feedback!



