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Overview

The program, “CyberSafe: Cybersecurity and Privacy Essentials for School Girls and
Teachers” was designed to bring awareness about cybersecurity, data protection and
privacy to the young students as well as the teachers in the Sindhuli district of Nepal, which
address the focus of APTYPS 2025. The event was organized by Women in Information
Technology (WIIT), technical partner from inRed Labs, and supported by Shree Janajyoti
Secondary School and CAN Help Nepal.

Executive Summary

The CyberSafe: Cybersecurity and Privacy Essentials for School Girls and Teachers
program was successfully conducted from 5-6 September 2025 at Shree Janajyoti
Secondary School, Phosretar, Sindhuli, Nepal. The initiative of this program was to
strengthen digital literacy with focus on cybersecurity awareness. The program catered
separate activities for school girls and teachers equipping them with knowledge to navigate
the digital world with safety and one’s responsibilities.

The two-day program had the participation of 40 students (from grade 11 and 12) and 14
teachers from all faculties from four public schools of Sindhuli (Shree Janajyoti Secondary
School, Shree Gaumati Secondary School, Shree Barundevi Secondary School, Shree
Siddhababa Secondary School). The program also organized a session for the parents
regarding cybersecurity awareness and safe practices. The program included interactive
sessions of Capture the Flag (CTF) competition and hackathon- teamwork presentations for
students and dedicated training sessions for educators. The event concluded with 6 team
presentations from students, award distribution for CTF and hackathon winners, and also
included closing remarks from School, municipality, APT, and WIIT.

Objectives

The major objectives of this program are

a. Tointroduce fundamental concepts of cybersecurity and personal safety online
to schoolgirls.

b. To promote digital responsibility and safe practices for responsible online
behavior.

c. Toengage students through interactive competitions (Cyber Quiz, CTF,
Hackathon) to foster problem-solving and teamwork.



d. Toenhance teachers’ capacity in cyber safety in the classroom, cyber laws, and
practical digital responsibility.

e. To build awareness of career pathways in cybersecurity for young learners.

Program Overview

Activity 1: Cybersecurity and Privacy Essentials for School girls
Day 1 (5 September 2025)

e Opening Session: The session was emceed by Ms. Elisha Rajbhandari, WIT with
the brief introduction of this 2-day program to the students along with
introduction to WIIT, inRed Labs, CAN Help Nepal team who had all traveled from
Kathmandu to organize this program. Ms. Gunakeshari Pradhan, Chairperson of
WIIT also provided her welcome remarks inviting students to this program and
show their dedication in enhancing their knowledge in cybersecurity in their daily
life. She also mentioned that during a study from WIIT, it was found that there is
only 7.88 percent of working women ICT professional in Nepal and there is need
for ICT professional women in all ICT sectors, including cybersecurity.

e Training Session: This session included the basis of cybersecurity and personal
safety which focused on protecting oneself first online. It also included how
everyone can have digital responsibilities and safe practices for being smart and
safe digital citizens.

e [Engagement Activities: The sessions included quiz sessions, Capture the Flag
(CTF) and Hackathon kick-off. The theme of CTF competition was to make each
student solve the challenges and find the flags. The challenge was beginner
friendly with the mentors guiding them to understand the challenges better. After
the completion of CTF, Hackathon kickoff was done with team formation of 6
groups where each team included the students from all four participating
schools. Each team was given the theme for which the mentors provided the
orientation. The team was required to brainstorm and come up with the ideas for
presentation the next day.

Day 2 (6 September 2025)

e Careerand Global perspective: This session included two presentations, firstly from
Ms. Palpasa Tuladhar which focused students on building their career in
cybersecurity, its available certifications and level of expertise required for each job
role. Secondly, Ms. Elisha Rajbhandari focused on the different sectors where the
role of cybersecurity is required globally, the international organizations, and
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industries in which their primary focus are for the solutions they provide for
cybersecurity and privacy.

Hackathon Preparation: The group members of all six teams prepared the
presentation and practice for the final demo. All teams had to prepare the
presentation in PowerPoint where one or two members needed to present within 5
minutes.

Team Presentation: Each team were given 5 minutes to present their theme which
was judged on the basis of content and relevance, innovation, problem solving
approach, presentation skills, demonstration, impact and practicality by the jury
team — Ms. Ratna Tara Baidya (WIIT), Ms. Sheela Kansakar Karkee (WIIT) and Mr.
Santosh Rajbhandari (CAN Help Nepal).

Closing Ceremony: This session was emceed by Ms. Palpasa Tuladhar. The closing
ceremony was conducted in Hybrid mode with the online presence from APT. The
award was presented for three winners from CTF competition and three winners from
Hackathon.

Awards for Capture the Flag

Winner Jesika Koirala, Shree Janajyoti Secondary School
First Runner Up | Sabina Tamang, Shree Janajyoti Secondary School
Second Runner | Alsina Magar, Shree Janajyoti Secondary School
Up

Awards for Hackathon

Capture the Flag
Winner Team 4 with theme “Security breaches occur due to
negligence rather than lack of awareness”
Team members:

- Rojina Bomjan - Shree Janajyoti Secondary School

- Prajesti Kuwar - Shree Janajyoti Secondary School
Sibani Adhikary - Shree Janajyoti Secondary School
Sajina Sunam - Shree Barundevi Secondary School
Susmita Ramtel - Shree Janajyoti Secondary School
First RunnerUp | Team 6 with theme “Digital identify theft and deepfake”
Team members:

- Nirmala Tamang, Shree Janajyoti Secondary School

- Dipsa Acharya, Shree Janajyoti Secondary School

- Pratima Bomjan, Shree Janajyoti Secondary School

- Dhanshova Thapa Magar, Shree Janajyoti Secondary

School




- Nishma Tamang, Shree Barundevi Secondary School
Second Runner | Team 3 with theme “Growth of Scam and involvement of
Up youths”
Team members:
- Anjali Karki, Shree Gaumati Secondary School
- Nikita Budhathoki, Shree Janajyoti Secondary School
- Susmita Tamang, Shree Janajyoti Secondary School
- Esha Subedhi, Shree Janajyoti Secondary School
- Sabina Bomjan, Shree Janajyoti Secondary School

The award ceremony was followed by closing remarks from Mr. Yogendra Prasad
Adhikar (Principal of Shree Janajyoti Secondary School). He thanked APT, WIIT for
successfully organizing this program in the schools. Mr. Bhim Bikram Thapa Sir
(Former Principal of Shree Janajyoti Secondary School), Mr. Nawaraj Baral
(Education Head, Kamalamai Municipality), Dr. Masanori Kondo (Secretary General
of APT), and Ms. Gunakeshari Pradhan (Chairperson of WIIT) also delivered the
closing remarks.

Activity 2: Cybersecurity and Privacy Essentials for School teachers

Day 2 (6 September 2025)

e Opening: The session was introduced by Ms. Ratna Tara Baidhya with the

introduction of WIIT and the purpose of this program for the teachers in the Sindhuli.
Training sessions: This session included three presentations to covering Digital
Responsibility & Safe Practices in classrooms by Mr. Sushil Phuyal, Mobile use,
practical aspects of cybersecurity by Ms. Palpasa Tuladhar, and Cyber laws,
regulations, and awareness of cybercrimes by Ms. Sheela Kansakar Karkee.

Closing: All the teachers were invited to the conference hall to join the team
presentation from students, followed by an award ceremony and closing ceremony
by the dignitaries from Sindhuli, APT and WIIT.

Key Outcomes

This program had the following major key outcomes:

Increased Cyber Awareness: Over 54 participants (students + teachers) gained
hands-on knowledge of safe online practices.

Youth Engagement: First-time exposure of schoolgirls to CTF-style cybersecurity
challenges in Sindhuli.



Empowered Teachers: Teachers received training on integrating cyber safety in
classrooms, legal frameworks, and practical strategies.

Community Recognition: The program drew attention from local education leaders
and international partners, validating the importance of cyber literacy in schools.
Capacity Building: Students learned teamwork, critical thinking, and digital
citizenship through hackathon projects.

Attendance and Feedback

The program was attended by government officials, teachers, students, and supporting

organizations. The notable attendees included:

Dr. Masanori Kondo, Secretary General of Asia-Pacific Telecommunity

Ms. Kullasap Yanyathip, Public Relations and Project Assistant, Asia-Pacific
Telecommunity

Mr. Nawaraj Baral, Section Head, Education & Youth Sports Development Section,
Kamalamai Nagarpalika

Mr. Yogendra Prasad Adhikhari, Principal, Shree Janajyoti Secondary School

Mr. Janak Kumar Dhakal, Chairman, Shree Janalyoti Secondary School, Phosretar,
Sindhuli

Mr. Bhim Bikram Thapa, Former Principal, Shree Janalyoti Secondary School,
Phosretar, Sindhuli

Ms. Gunakeshar Pradhan, Chairperson, Women In Information Technology

Mr. Santosh Rajbhandari, President, CAN Help Nepal

Ms. Sheela Kansakar Karkee, Vice-President, Women In Information Technology
Ms. Ratna Tara Baidhya, General Secretary, Women In Information Technology
Ms. Palpasa Tuladhar Kansakar, Executive Member, Women In Information
Technology

Ms. Elisha Rajbhandari, Life Member, Women In Information Technology

Mr. Sushil Phuyal, Chief Executive Officer, InRed Labs

Mr. Laxmi Raj Shrestha, Vice-Principal, Shree Janalyoti Secondary School,
Phosretar, Sindhuli

Mr. Prasun Banjade, Intern, InRed Labs

All the students and teachers are participants.

The program was attended by 40 students and 14 teachers from 4 different public schools.
The following are the names of public schools which participated in this program.

1.

Shree Janajyoti Secondary School



2. Shree Gaumati Secondary School
3. Shree Barundevi Secondary School
4. Shree Siddhababa Secondary School

The feedback from the students and teachers was overwhelmingly positive, highlighting
their expansion of knowledge and their eagerness to develop their career in this field in
future. They also felt that this kind of program should be conducted in the coming years as
well which will boost their knowledge of new and emerging technologies.

Conclusion

The CyberSafe: Cybersecurity and Privacy Essentials for School Girls and Teachers
program successfully fulfilled its mission to empower young students and teachers with
critical digital safety skills. Through interactive learning, competitions, and guidance from
experts, participants left with greater confidence to protect themselves online, act
responsibly in digital spaces, and consider future opportunities in the growing field of
cybersecurity. During the program, we also faced connectivity and hardware limitations due
to limited infrastructure. One of our suggestions to the students and teachers was to join the
online courses on cybersecurity by which they can enhance their own knowledge and
develop expertise in this field. The school had the scope of developing extra curriculum
activities by media clubs, games etc. Therefore, the school can also introduce a
cybersecurity club at schools to sustain interest and practice beyond workshops. The
overall program was found to be satisfactory for the students, teachers and parents and look
forward to being a part of these programs in the future as well.
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Pic I- Group Photo at Closing Ceremony
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Pic 2 - Shree Janajyoti Secondary School Buildings




Page 2

Pic 5- Session with Students by Ms. Palpasa Pic 6- Session with Teachers by Ms. Sheela
Tuladhar Kansakar Karkee



UNDERSTANDING
CYBER THREATS

Pic 7- Session with Students by Ms. Elisha Pic 8- Session with Parents by Ms. Gunakeshari
Rajbhandari Pradhan, Ms, Sheela Kansakar Karkee and Ms.
Ratna Tara Baidhya
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Pic 9- A Student sharing her review of the Pic 10- Session with Teachers by Mr. Sushil Phuyal
program of Day 1with all students.

Pic 11- Group Photo with Students and Instructor team on Day 1
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Pic 12- CTF Winner, Pic 13- CTF First Runner up, Pic 14- CTF Second Runner up,
Ms. Jesika Koirala Ms. Sabina Tamang Ms. Alsina Magar

Pic 15- Hackathon Winner, Team 4 “Security breaches occurs due to negligence rather than lack
of awareness”

Pic ]7 Hackathon Secod Runner up, Team 3 “Growth of Scam and involvement f youths”
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Pic 19- Ms. Ratna Tara Baidya
giving token of appreciation to Mr.
Bhim Bikram Thapa Sir, Former

Principal of Shree Janajyoti
Secondary School
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Pic 20- Ms. Sheela Kansakar
Karkee giving token of
appreciation to Mr. Nawaraj
Baral, Section Head, Education &
Youth Sports Development
Section, Kamalamai Nagarpalika
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Pic 21- Ms. Gunakeshari Pradhan
giving token of appreciation to
Mr. Yogesh Prasad Adhikhari,
Principal, Shree Janajyoti
Secondary School

Pic 22- Group photo with parents who attended the sessions on cybersecurity



Attachment 2: Banner Design
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CERTIFICATE

This is to certify that 0
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has successfully completed

APT Young Professionals and Students Programme 2025
on the theme
CyberSafe: Cybersecurity & Privacy Essentials
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............................................. Sobhar_

Masanori Kondo Gunakeshari Pradhan
Secretary General President,
Asia-Pacific Telecommunity
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Attachment4: Feedback for Students and Teachers

CyberSafe: Cybersecurity and Privacy Essentials for School W?( T
Girls and Teachers - Evaluation Form ()

WOMEN IN INFORMATION TECHNOLOGY

Full Name:
School/College Name:
Class:

Email:

Rate 5-Strongly Agree 4 -Agree 3- Neutral 2-Disagree 1-Strongly Disagree

1. Program Content 5 (4 |3 |21
a. The topics covered were relevant and useful.

b. The training increased my knowledge of online safety and
cybersecurity.

c. The materials (presentations, resources) were clear and
informative

2. Facilitation & Delivery 5 (4 |3 |21
a. The facilitator(s) explained the topics clearly.
b
C

. The session was engaging and interactive

. The time allocated was appropriate

3. Logistics & Organization 5 (4 |3 |21

a. The venue/online platform was suitable and comfortable

b. Communication and coordination for the program were clear.

c. Overall, | am satisfied with the APTYPS SafeCyber program

o

. lwillapply what | learned in my daily digital practices

What was the most useful part of the program?

What could be improved for future sessions?

Any additional comments or suggestions?




Attachment 5 - Jury Evaluation Form

Jury Evaluation Form — Team Presentation (Cybersecurity)

Event/Competition:

Team Name/Code:

Date:

Jury/Panelist Name:

Evaluation Criteria

solution.

o - Weight |Score |Weighted
Criteria Description (%) (1-10) [score
Content Relevance & Depth of kn'owledg.e, relevance ’Fo

. cybersecurity, clarity in addressing {20%
Understanding )
the topic/problem.
. . .. |INovelty of ideas, innovative 0
Innovation & Creativity| | ions. out-of-the-box thinking. ||2°
Correctness of cybersecurity
Technical Accuracy concepts, use of tools, feasibility of |[20%
solutions.
Problem-Solving Clgrlty of problem statfame‘n‘t, .
logical approach, applicability in 15%
Approach
real-world context.
Presentation Skills Clarity, confidence, tegmwork, time 10%
management, and delivery style.
Visuals & Quallty'c_)f slldes/demos,. structure,
. readability, and supporting 10%
Demonstration .
evidence.
Potential effectiveness,
Impact & Practicality |sustainability, and scalability of the 5%

Total Score (out of 100):

Comments / Feedback

(Strengths, areas for improvement, key highlights)




Attachment 6 - Capture the Flag (CTF) Challenge

Challenges

Welcome to CTF!

Challenge Solved! ¥

Click Adventure

# Open Challenge

Submit

Hash Hunter

# Open Challenge

Submit

Base Basics

# Open Challenge

Submit

Cookie Hunt

# Open Challenge

Submit

QR Quest

# Open Challenge

Submit

Back to Home

Login Detective

# Open Challenge

Submit

JavaScript Journey

# Open Challenge

Submit

Source Detective

# Open Challenge

Submit
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WOMEN IN INFORMATION TECHNOLOGY

CyberSafe: Cybersecurity and Privacy Essentials for School Girls and Teachers
Venue: Shree Janajyoti Secondary School, Sindhuli, Nepal
Date: 5-6 September 2025

Tentative Program

Activity 1: Cybersecurity and Privacy Essentials for School girls

Date/Time

Program

Day 1: 5 Sep 2025

09:30-10:00

Venue arrival & preparation — organizing team

10:00-10:15 Registration
10:15-10:30 e Introduction with WIIT Team, inRed Labs team and students
e  WIIT video
e  WIIT Introduction by Ms. Gunakeshari Pradhan, WIIT Chairperson
10:30-11:30 Cybersecurity basis and Personal Safety by inRed Labs
Theme - "Protecting Yourself Online"
Practical demo and discussions
11:30-11:40 Break
11:40-12:40 Digital Responsibility & Safe Practices by inRed Labs
Theme - “Being a Smart and Safe Digital Citizen”
Cyber Quiz and Introduction to Capture The Flag (CTF)
12:40-1:30 Lunch break
1:30-3:30 Capture The Flag (CTF) Contest by inRed Labs & WIIT
3:30-3:45 Tea break
3:45-4:15 Hackathon: Team formations with 5 students in each group, Orientation on
theme and preparing group presentations
by inRedLabs & WIIT
(Group Photo)
Day 2: 6 Sep 2025
10:15-11:20 WIIT session
e Certification and Career Path in cybersecurity by Ms. Palpasa Tuladhar
e Global perspective on cybersecurity by Ms. Elisha Rajbhandari
e QR&A
11:20-11:30 Break
11:30-12:30 (Contd.) Hackathon: Preparing presentation by students (WIIT)
12:30-1:00  Group & Game activities by WIIT
(Group Photo)
1:00-2:00 Lunch break
2:00-3:00 Team presentation (Hybrid mode) (Students, Teachers, Guests, org. team)
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W/CT

3:00-4:15 Closing (Hybrid mode) (Students, Teachers, Guests, org. team)

e Hackathon Award (CTF —top 3 winners and Group presentation — 3
winners) and certificate distribution

e Closing remarks by

- Mr. Yogesh Prasad Adhikhari, Principal, Shree Janajyoti
Secondary School

- Mr. Bhim Bikram Thapa Sir, Former Principal of Shree Janajyoti

Secondary School
- Dr. Masanori Kondo, Secretary General, Asia-Pacific Telecommunity
- Mr. Nawaraj Baral, Section Head, Education & Youth Sports
Development Section, Kamalamai Nagarpalika

- Ms. Gunakeshari Pradhan, Chairperson, WIIT
4:15-4:30 Tea & cookies

Activity 2: Cybersecurity and Privacy Essentials for School teachers

Date/Time Program

Day 2: 6 Sep 2025

10:00-10:15 Arrival & Registration

10:15-10:25 WIIT Introduction by Ms. Ratna Tara Tuladhar, Gen. Secretary, WIIT
WIIT Video

10:25-11:25 Digital Responsibility & Safe Practices by inRed Labs
Theme: “Cyber Safety in the Classroom and Beyond"

11:25-11:40 Break

11:40-12:10 WIIT session by Palpasa Tuladhar — Mobile uses & Practical aspects
of cybersecurity with group work

12:10-12:50 WIIT session by Sheela Kansakar Karkee — Cyber laws and
regulations, Cyber crimes

12:50-2:00 Group Photo & Lunch Break

2:00-2:50 Team presentation by students (Hybrid mode)

3:00-4:15 Closing (Hybrid mode)

e Hackathon Award (CTF —top 3 winners and Group presentation — 3
winners) and certificate distribution

e Closing remarks by Guests, Organizing team including School
Principal

4:15-4:30 Tea and cookies
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